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<wwd N 1.1
<U-9<LUMN2L-20/04 dwdlwgpny

qbhwlpdwh hwpgdwh hpuntiph

«dlipphwub Yhuntiph hwiwdhpnuuwghb wuwpunwwbnegyub>» dpugph ghdwb

wbulipulwb bwpwghp
Wurnw jupuw
9/ bdwhnud ‘ sunthiwl ‘ duwnnwljwpuw Sl

/ iRt Ul pUMPWARNE | ghognpp | PUUUIR | pwt dugpe | PO
&<, p-bpluwd, "Lwﬁd#ﬁﬁt;qh

. Punlugwd k kg hhdbwlywb Upndub 27, | PUOL ?

dhppluwlpub Yhnbph hubqnyugltinhg b Spwapbnhg 3-pn hwpy, | bk
hwlun]hpniuwyghl ‘ huin 30 «wpjupluy | ondwlhg 20
wuumuubniapubi» dSpugnh ht YEbwpnts | OMw
oep plpwgpnid

| 1. upiwgnal, Jununupnud b hwpbmnipynch

Lunfwljupgh
1.1 | Yhbwpnbwggud
Junwijwpnul

e Ubhupnbwguwd Yunwupnud
0ty Ynlhunihg
w2huwphwgpnpbb gpwd
Yuyptiph hwdwp®
Yy thwbbph(customer)
wwppbp fudpbp unbndbne b
Ywyhwnbbph(customer)
hudpbphh hpkbg ubthwlwb
punuwpwlywbnmpmbp °
Jbpwgpbjny
hbwpuwnpnipudp:

e Puqdwphy
wndhbhumpwnnpbbiph
Junwupdwh quhwbwyh
dncnph mpwdwnpod b
Jnipupwbynip
wrpdhbhuwmpunnnph hwdwp
unuinph dwlwpnwyh b
Ywytlwnbkph(customer)
hudptph mwhdwbnd, npnlig bw
Yupnn E Qunwdupk):

e Qwlqyuowghlb Jupulbtph
huwynbwpbpnud
wnihbhuwpunnnpbbiph
dwhbnignid:

o hlunbkgpnud Active Directory- h
hbwn:

o Uwlindb) (pwgnighs tnupwdp
Yjuybhwh(customer) fudph
hundwip * hpdbtjm] wwppbp
wuwpwdbnpbiph ypw, Ghpunyuyg
oguugnpdywd gulbguyhb
Yuiyh wbuwlp, whjwp uwh
ID- §, wmhpnypeh winibbtiph
enywwnpnudp IP- ho W wy, W
bpwbwlyb) ubthwlwh
pwnwpwlwinip)nch
(nwgnighs nbnuljwpiwh
hwdwp:

Gpuyklnh Ynnihg
1.2 | pupiwgdwl
Junwupnud

LGuwnwywpdwb ukipdtpnod
pwpdwgnudbtipp Uepphnbbny
U npwhbp
Yuybhinbtiphb(customer)
pudwbbtin dwiwbwlb no
dwdwbwlwhwwnwdp
uwhdwbbny
hiwpwynpnugynih:




—

o <tmuwdup Juypbipnid
jwykbwnbbph(customer)
hwdwp pojwbnuinipjwb
puwhudwh Y (pupiwgdwh
qnpdhphtin) Lywbwltyne
hhwpwynporpnlh’
pwpdwgnuilbph pwyunudl
owunhdwwgbtyne hwdwp:

e Guwpduwljwlh
Ljwykhnbtiph(customer)
hundwp (bnnuppnepkp), npnbp
Ynpuynpwinhy guilighg nnipu
LU, nunnuhnpkl poyjunpt)
w6wnnnf Yuyph
pnfuhnulnippulb
pwpdwgnudlibpn:

1.3

Gwytinh Ynnihg
ujupumywbnipynh

o Yjuyklnhb(customer) ohpbint
und pinbiwpwithbne hwdwp
qunulwpwnh
punupwluwbnugmb
uwhdwbb)p:

e Yuwytlunh(customer)
wwnwwbnpymb
swpunbjwd phinhwnnudhg:

* Yyuyklunh(customer)
Yuqiwalth
wdpnnpwlwbnepywh
wuwwwbnunil;

1.4

Ypwyklnhp Ynmith
mbiqunpoud b
uwnwijwpaud

Stnunpnud:

o Yjuwtfnnh(customer)
wbnunpnudhg Yud
wbnuhwhbinig hinn
hwdwlunghsp
Jtpwagnpdwplbne
wbhpwdtiynnipywb
pugwluynipinih:

e Uykilinh(customer) «nin»
nbinunpdwb
hbwpwynpnip)nii:

e Luykbwh(customer)
pwhniwb hwwpwdnih
unbndnud” ipgwd
wwpwdbnptpny (Yuyklnhb
wbnuwihnfuli bpYwd unudp,
uljwbwinpb) mEnunpdwh
plpwgpnud W uyb):

* Uwpwbph bnp nwppbpulhlb
whglhbp W thwpes mbnunpnudp
whwp kEwbinh nLbikbhw
oguwgnpdnnbbtiph bwdwp
whwmbuwbbih nbdhdny,
wjuhbplh’ wnwhg
dwlinugnuiliph L
Ubpptinbnudlibph:

s Unwhbg hwlwdhpnibbiph
bwiwluwpghsbtiph
huynbwpbpoud:

JLhpwhulymd:

e Lwhujwo hwiwljwpgsh
dwhpwptinbiwdnipnibhg’
uubuopiul gpudhlh,
gnpdwpyiwh wuydwhibph
Yuwpaguynpnuiibph
hluwipwynpnipynicb:

o Pwgunnipnililibip (Suybp,
qnugnigwlbtip, dpwgpkip)
wykjuglhbtjne
hbwpwnpopnib:
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<dM dnnnigh
publghnbwnupynchp
Yupquunplne
nibwlnip)nih

<hwgwd fud poyy)
hwdwlwpghsbitiph hwiwp
«pliply Yublnh(customer)
wwppbpwljh weluw)ynyench W
Inwgntghy $nilblyghniiug
unnnultp whgwnbin
hliwpunnpnegynch " <4 dnpmyp
2whwgnpdnudl owynhdwpugbbne
hwdwp:

1.6

Dyunqwd nbunpubbph
owjmhdwpugiwh
hlwpun|npmpynb

UYuqghglbt) wypngbunpp W dnunph
/ Giph plinhwhnip uwywedwl
dwuip * pwgunbm]
ulwiwynpiwh «ntinbijuwmne»
duyitiph L uwbwynpijud
$uyitiph pinhwbnup ptoh
ogunwgnpdnip

4%

Uwppliph ogumugnpddwh

Jipwhuljned

21

Uwpphiph
oguugnpdiwh
vwhiwbwhwljdwb
$nbiyghnbwnipyniip

| Uwpptiph oquugnpddub
uwhywhuwthwlnud” puw vwpph
| nwuh Yuu Gnylwgnighsh

22

USB-h hwuwbkjhnipjwh
vwhiwbwhwlydwh
dwlwpnpulitpp

Ununpp wpghpudiulpdus t,
Ununp dhuyh upnugn,
Yuprpuyne b, judpwgntijoe, USB
Unshg huftiijwolbip
gnpowpltiny budwp

23

Cumn gmguwlbtpph USB
uwpplpny
Yhbumpnbwgud
Juwnwijupbn
htnupunnpnianih

«USB uwppliph uyhwwl
gnigwlh» YEbhumpnlwgywud
uujuuwplmad

Mupunyulmpymb Jhpnwbtiphg Wwy vupunbughphtiphg

3.1

Muwunywbhn o h
Uhpniubtiphg

dlhwuwluwp dpwgpuyhl

wywhnddwh hwynbwpbpdwb L

htinwgdwh pwpdp gnigwbhy:

Muunuywhwlwb

whfulininghwbbph

oquiugnpdnudp

o <unfwphuwphuyghb
hlunbEywnnuw) gubigh
njwbtph hhuwb Jpw
htnhtwlnipjwbh
Utpnwdnindd

* TNuwpplpwpwn pupdwgynn
pnywbnwynepwh hpdwb gpw
unnpugpnLpynLhibph
Jtpjodnipnil

o Ulipbhwywgwd nuupcgdwh
njwyitiph hhdwb Jpw
dpinudnupynihy

e Ednyuuwnnp, npp
buyinbwpbipnud t Jhwuwljwp
dpwgpuyhb wujwhnynud, nph
Ynnp pwpglinud B
thwpbpwnpanlitpp

e Ltind npulwlb wprynbpbbiph
OJwqugnybh hwugltijng
dpwgpbiph Juippuyhl
dbpowdnipynil’ swpudhn b
ophbwlwlb gnpdnnnipniblitiph
qliwhuwndwlb wbhunpuphn]

e <hpnnnuywlb Jwhwgnpddwb

wununmuwwhnipmih

4.

Uwwnbkhwgpnui
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bpunuwpanipnibbtiph
gpubignudb pun
mbuwliiph

bpwnwpanipmLbbtph

wbivwlbbipp:

o Jhwuwlwp dpwgpbph
huynbwpbpdwh thwunkp
(hwenn fud whhwenn
pnidudwl pwbnd, Jhpowh
whyjwbnuip b gpu
whnunpiwh wipanewljwb
nnhl, <IN wjuybbph
puqubtiph wupptipulp)

o <wiwluwpgh pumiwgiwh
thwuwnbp (Wpkny
hwgnnnipnilip / dwpinnnudp,
wunnBwnbbpp, <47
wjuybbiph pwqubkph
nbpwghl wwppbipuyp U
dhgnuyh imupplipwyp)

o <M hwdwluwpgh b wdpnng
hwdwwpgh wrwbahb
dnnnijbbiph dhwgdwb /
whwndwb hrwuwnbp (LGN,
et np dnnnybbiph Bb dhwgywd
[ whouwnnjwd)

Uwinbkbwgpiwh
wpwpwitinpkp

Tnlwqugnyl whnbiunynuinih
ppwrnwpdnygynibibbipnud:

o bpunuwpanipwh widuwphp /
dunfwhwlp

o Uhjwbnud
¢ bpwnuwpanipjwb bjwpugpod
o <unfwlwpgsh IP hwugkb, nph

Upw wkinh k nilitigh)
hpwnwpdniynibp

o Jwidwlwpgsh wijwbnudp

o Jwfwlwpgsh dnun wpuwnnn
oquuuuppng whnbp

e Lpugnghs nbintlnigmb

43

bpwnwpdnipnibbbtph
- gpulignudh pun
ubiuwlbbph

bpwnwpdnieiwl wtuwybbtpp:

¢ <wdwlupgh pugnighy
dnnnubbph Yulnbbkph
drwldwh thwuwbip (Firewall,
IPS: Yuwbnbh winjwinudp,
hwughl L wnpniph
Uuyunwljulbn /wb]inudp)

« USB Yphsitip oqunugnpdtne
thnpatiph thwuinbip (hwenan /
wlhwgnn, n'p Yphsp b oy
wnjwybitip GO gpyty /
Yupnwgh)

5.

Muwpmuyuwbnipub jpugnighy dnpnybitip

5.1

Firewall(hpuuwunn)h
unnny

Yhlnpnhwlpwbnpbb JEpwhulyynn

SPI- hpwwunn, npp oy E wwihu

uwhdw b upguiapnidbbp

hwidwlwpghsbbph wwppbip

fudptiph hwdwp* gnpownbwljwb

ntidpdltiph phupnipywh

hlwpwynpnipwdp.

* wpgbjwithwlybi wybwdtbp, hiyp
sh pnyumpynud

* wpqbjunhwyti wpgtjwdp

o dwumwbnud wyb hwptplhtph
gpubgned, npnlip Ghpwplyynd
L0 Gubnbikphl

52

IPS innnyy

e LLilnpnbwgwd Yunwwpdnn
[PS dnnny’ npp hhdbgwd t
pwndwgynn




unnpugpnipynibbbph Jpw b
odujwd t jubnbbbpp
dhwgbbyny / whpwwnbnt
hlwpwynpnipyudp:
Utithwlwh IPS
unnpugpnipjwh unbndnud
oquwgnpdkyny SNORT- h
Ddwb (hqne:

IPS- b wytiwnp b Ybpwhulyh
unuwnpuyhl b Gjpughb Ywwbpp:

<wiytwdbtph
5.3 Jtpwhuljnud

<unfbuodbibph Yepwhuldwb
Ytlwnpnlwljwbnpbkhb
Yunujwpynn dnnnyp, npp
Ry kwwihu Jipwhulyl)
qnnpdplpwgbtpp puwytiph,
ntighuwnph hwuwbbihnipywb
dwlwpnuynd, wy)
qnpdplpwgltiph gnpdwpynidp
. qupupbignudp . DLP
phinhinudp:

<witiiuodlitiph ybpwhulydwh
wwwpwuwh Yuwbnbbbph
wnljwynipnil’ hwynbh
YOwuwlwp hud wninkbghw)
Juwbquidnp Juppwghdp
wpgbijwthwltne hudwp:
<wybwdbtph Epwhulydwh
utithwlwh Yubnbbbpp
untindbint hbwpwnpnipnch:

Wipnngwwhnipjuhb
54 | ybpwhuym

Ublunpnlwlwbnpkh
Yunwdupdnn
wdpnngwlywhnipwh
Yupwhulydwh dnnnyp
Lwhwhpouwihb :
wnipnngwipuiinupnub
Yapwhulynud

Munpuwuwnh Junuuupbbph
hhiwb Jpw O<L-h
hwytiuwdbtiph juqiwaloiwh
wuwpuwdbnpbph YGpwhulnud
0<-h b hwybpjwabtph
Yudwjwlwh ugiwalidwb
wwpwydtinpliph
wdpnnewlwhnipjwh
Ubpwhulnud:

<wybpwdliiph «ub» b,
«uyhwnwl» gnigulbibtiph
unbndned:

blnbqpnud gubgh
whuubgnipjwh
nwpywulbph bt “pug REST
API- h dhengny hwybjudlikiph
ubir gmguljp pupdughnu
hwndwp:

Lwkuwdbbph hwdwp
pugwnninLbiibp unbndbn.
hbwpwynpnipinil, npnbp
Lhwuwupkh ghlpugud
ntiwpnd, uyn pynud “pduyhl
unnpuwgpnipjwl hhdwb Yypuw:

OU Juwuwljwp
55 | dmnuybtp

Lhwuwlwp dpwgpbph hwdwp
wwnpwunh pulwpnibp
oguwgnpdbin
hliwpwynpnipnih:

Y hwuwlwp dpwantph hwdwp
ubthwywbh pwlwpnitp
unnndknL hbwpunnpnipyni:

6. Lpwgnighs phinpwbplbp




Lwljunfhpniuwyhl gnpdhph
thgngny Windows- h
Opwgpkph wfuuwnnuibipuyht Yuywbbbpnud
6.1 | dkyniuwgnud hwEwdbtiph dkhniuwgdwb
nbhulininghw Yhpuintjng
hbwpwynpnipynih:

<wlwippniuuyhb gnpdhph
oquugnpddwidp Windows- h

62 | O<-h Yupdpwgmd Yuywbhbbpnud O<L-h updpuwgdwh
' wkjubininghw Yhpwnebnu
hbwpwynpnipynih:

<wlwyhpniuwyhb gnpdhph
thengny Windows- h
Yuywbbbpnud W ubipybipbbpnud

| 63 | EDR (Lhpeliwlymh hwypinbwpbpnud
wpadwqubpnui) EDR
wbjulnnghw Yhpuntne
hbwpwynpnipnih:

* Unwghl inbinp qpuuntigpud twubwhgp whiump t bpluywgbh bhwb wnwpwplpynn wypubpuyhl bpwbh,
wpunwnpnnh, dwqiwh Epph JEpuptippu) mbnbjunynygneh
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