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713 Mwjdwlwgpny Uwfuwwnbiuwd Swnwynaniuutiph dwingnudt hpwlwuwgynad wjn Uwjwinwyny
Phuwtuwlwu dhongutiph wnluwjnipiut U npw hhdwu Ypw Ynndtinh dholt hwdwwwnwufuwl hwdwawjuwgph
Yupdwt dhongny: Nuydwbwghpp midynd L, tipt wyli Yuptine opuwt hwonpnnn Jtig wiudw nupwgpnd wjn
uywinwyny wuydwuwgph Yuwwpdwl hwdwp Phuwtiuwlui dhongutip stit Uwluwwnbiunud: Gt wwjdwuwgnh
Yuwnwpdwt hwdwp hwinfugywd Shuwtuwljuw dhonglitiph swithp qtinwquiignud t qunuiubiph pwquhtu dhwynph
nwubiwwwnhlp, www Mwwdhpwnnih Ynnihg hwdwawjuwghp Yyupyh, tipt HYwwwpnnh Ynnidhg wnnidwuph
aunyg ubipluywgyws npwlwynpdwt b wwydwlwgph wwwhnynwlutipp' bwiuwintiugws bhuwtuwlwt dhongutiph
swihny, thnfuwphtgnud £ Pwulwyhu tipwjuhpny Yuad Ywlifuhly thnnny' hwayp wnutiny << Yunwywpniejwu 2017
rUwlwuh dwjhuh 4-h N 526-1, npnadwit N1 hwtifwsh 32-pn Ytitnh 17-pny Lupwybtinh «py wwppbnnupwu
Wwhwugltipp:  Cun npnud, “winwpnnp hwdwawjiwghpp  Yupnud, hulj wnidwph  aling utipfujwgyws
npwlwynpdwtu L Wwjdwuwgph  wuwwhnynuwitinp hnfuwphudwt nbiwpnd wwl unp  wwwhnynwiutipp
Muwwnyhpwinnihu utipuywguny £ hwdwawjuwghp  Yuptint dwunignulp  unwiiwnt opywuhg wwuuhhug
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L npwd

twhiwwnbudwsd

1.1.
1.2.
1.3.

Ubuntu
1.4.

Opwgnuyhu e
1 wwwhnydwu

uywuwpydw

dwnwinipiniutitin 1.6.

1.7.

1.8.

1.9,

1.10.

[; Owinwjniyajwl - -
qunulubiph wywuny Fﬁb dwwnigdwt

hnwytipny
bwhwinbuyws gﬂ%ﬁgr‘h{* Coun | tUAGWYWY | wiiuy SE;‘?/LZZ”L” punhwny
swihwpwduh Ul ahne o puniawaghpp dhuwinpp r}nwb pwuwlp hwugbu dwdltnp**
hwdwpp
nwuwlwpgdwu
(CPV)
1 72261160/505 npwdy 9990000 1 p. Gplwt, | Shtwuuwlwu
Undhunwu dhongutip
35/2 Uwhuwwnbuytnt
nbwpnul Yupdwéd
hwdwéwjuwaph
huwoywndwt

A L . T R T T

hwdwlwngswhu ubinytinitiph dpwapuyh uywuwpydwu b ywhwywdwl dwnwjnipyniutiph
dwwnignnp (wyunthtin' Uwwuwnlynn) wtinp t Yuwwph dpwgpwihu uywuwnldwu htinlyw)
wpfuwwnwuputipp'

hwdwlwngtiph, npuig hwdwipnn dhongutiph L dpwgnbiph uwwuwplynud,

Upwgpuwjht wywhmdwt uwwuwpldwt Swnwjnipyniuutip
1. Unyt ntituthywlju punipwaph hwdwdwju Llijinpnuwghu hwdwlwngbph,

“Ywqdwltipyty “Ywnwuwph Yndhintinud (wyunthtin® Yndhunts) ubipnpdws Lityupnuwghu

Uwwhnyt  Yndhwntip Lliyinpnuwgh hwdwlwnpgltiph utinytinitiph owtipwghnu

hwdwlwpgbiph L dpwgnwiht uwwuwplnud.

Ywwnwipti utintipubiph Spwgnpwiht wwwhnydwy (owtipwghnu hwdwlwpgtiph Linux
» Centos) wwppbipwlw Jtipwpwpdwgnud.
Utingtiputipnud nbinwnpyws Eitiupntwght hwdwhwpgbph  Yuwd utinytiputipp

opwanuyht - punwnphsutinh wwppbipwluit ipwipwindwgnud, Spwapuwihl pwnwnphsutinp
wpwdwnpytiine u Yyndpuntip Ynndhg.

Utindtiputiph hulynud (Unuhwinphtg), huswbiu uwl wnwowgwsd fuunhputiph [niddwl

wwppbipwlutiph wnwywnpnu: Untihiinphtugh huwpwynpnipwt untindnd Ut wpwdwnpnid
Undhinbiht’' Yhpwnynn utinybipnuyhu ntiuniputitiph oquiwgnpduiw dwlwpnwyp wpunwgnnn
hwpytinyniejwi npwdwnpnul wnguitg tinwuwlny (web monitoring):

ULnp utinytiputiph Ywpgwptipnud, wwwhnytiny hwdwygnuip nnwtg b hwdwlwpgnu

gnpdnn utindtinitinh dhelu.

Uwwhnyti) Yndhwntip wtintiwinywlwu hwdwlwpgh tiupwlwnnigwspp uwwuwnpynn

utindtipiiph hulynud n wnwowgws fuunhputiph jnignuip,

Uwwhnyti utipytiputiph wuywwugnipjniup: Utuwiugnipegniup wuwinpwb

dwhwpnwlny wuywhndting hwidwp Gty utipytiputiph wlpnywwntih utipfunidnidutippu,
dhpnwwghty Junwqutinht, witipnywnptifh Spwgptiph - inbinuwnpdwuu  n swpunuyws  wy)
gnpdnnnipiniiitinh ninnywsd dhonguinnututip.,

UtinYtiputipnu wwhynn nyjuttiph wwpptipwywu wnfuhywgnid W

wuhpwdtipmnipgu ntiypnu wnjuwittiph Ybpwhwliqunug

«Cujwunwuh  wupwnd gnyph  wbintijuwwnyuwlw hwdwlwpg» Elyinpntwght

hwdwlwpgp Uwjwuwinynn pyny dhusl 50 Yhpunuwy utindtiputinp dpwgnwiht wuwhnydwy
(Apache, Tomcat, Oracle Spatial, MySql, GeoServer, Tilecache) pwndwgnuy, wuhpwdtipnnipjuu
ntiwpnid  upquptipnud, wwhnwinwiht - wwingtiutiph untindnd - (opkiw, 2wpwewlwl,
wdubwu Yud puwn wuhpwdtpnnpyut’ thnthnfunipjniutitiph ntiwypnud) b wuhpwdtpnnipyuu
Htigpnud Yipulutigunud wwhnunuwghls wungtibpng




LI Ywnwpb «Cwjwunwth wpwnd qnyph wbinijwndwlwt hwiwlwpg» byunpnuwhu
hwdwlwpgh  pwpwtiqugpwlwt  dnnngh Yud huntigndwd  unp  pwpuntiqugpwlu
hwdwlwngh  hwdwp  vwhiwntiugwsd ubipdinutiph wbnunpnud,  Yuwpqupbipnd L
pwpwntiqugpwlwl unyatinh utipptinunud® wwwhnyting hwdwwwinwupuwy Ynnpphtiwnwhu
hwdwlywpgh hwdwygnd b dwutiwnnid

112 Uthpwdtipgunieywl ntiypnad unp Yhpwnuwy utipdtiptiph untindnud U Yupguwptipnud.
113, Uwwhnyti  «Cwywuwnwup wlpwnd  gnyph  wbintlwnqwluw hwdwlwpg»
Elynpnuwihts hwdwlwpgh wlnwignipiniip’ — pugwnting  swpunntiws dnunptiph
huwpwynpnipyniup.

114, Uudhowlwu wndjwutiph thnfuwtigdw tippninuynpnid ntiugh huwntiputin

115 Proxy-utinytinh dhongny wwwhny Yy nbiwh Puwnbiputivn (WWW, HTTP, HTTPS, FTP
W wiyu).

1.16. Spwdwnpby Proxy-utipytiph dhongny  hpwyniuptitiph - wybjwgdwt, fudpwapdwt L
htinwgdwt htwpwynpnip)u opwigpwiht wwwhnynud Web wpnwntidny,

1.17. DNS (Domain Name Service) dwnuwynipjwl uwwuwnynud cadastre.am, mail.cadastre.am
nndtititiph hwdwip.

118, Rtiynpnuwiht thnuin (E-Mail) Swnwjnupjwl utipdtiph wntinwnpnd uwwuwpynid
(wwwhnytiing SMTP, POP, IMAP, Mailing Lists huwpwynpnigyniutitinp), (E-Mail) Swnuwjntpjwl
wndhupuwnpwinhy  wptuwwnwtplitiph — htin Yuuwwd  Swnwjnipgniuutiph - dwinngnid L
wpunwntidh  untindnud® Litiljunpntiwght hwugliutiph untinddwu, htinwgdw, fudpwagpdw,
qunuuwpwnh thniinfudiwt, hhonnnigejuwi swywih thnthnfudw hwdwp:

119, Btijinpnuwgh - thnuwnh hwhwyhpnuwiht W wy wwaunwwunipniuny  (Antivirus,
Antispam, Antispyware support) dpwigpwiht wuywhnynud.

120, dbip Blijopnuwht thnun (Webmail) swnwjnupjwt uywuwplynid HTTPS wuywug
dhwgdwt huwpwynpnipyniuny.

121 Bltiynpnuwiht thnuwnh wwhnwinwiht wwwnbtiutinh untindnud wubiiopjw ntidhdny.
1.22. cadastre.am  Luyph utipdtipiiph uwwuwpynut  Puntipitinnud (Web  Hosting)
cadastre.am nndbiuh hwdwp (Apache2/PHP5  with MySQL5,GD,ZLIB)  wwwhnybiny HTTP,
HTTPS dhwgdwu huwpwynpnipyniiutinp.

1.23. Lbipphu oquiwgnpddw dbip Yuyptinh wudwnwugnipjwl wwjwhnyntd.

124, Cwuwlitihniggnis - huwntiptitivnwh wtintiynenitiutiph W nyuigutiph htiuptiphu
(MySQL, LDAP).

125, Sfuutiph wuunwug guiguht thnfuwiugnud (VPN, VTUN, SSH, SFTP, SSL, Stunnel),
hwuwbihnyejw wuwhnynwd Yndhuntip wuhpwdtipnniejw ntiypnud.

126, Pwquwgtinn guuguht wliinwgnipniti (Firewall) guwugwht utipjuniddwt thnpétiph
wfunnpnadwt b wpgijwthwldwl winndwinwglws hwidwlupgny.

1.27. Swuguwyhu ubipdtinutiph dwnwynipjniiutinh htinwlwnwwpnud.

1.28. Undhwuntih wwhwugny uwntinsti utinpht ogunwgnpduiw hwdwlwpgbiph wwhnwwnwht
wwwékiutinh untinddwu hu wpwiynpniniu,

1.29. Utipdtiputiph U tipeniuiynphsutiph Yupgquptipnud uwwuwnynd  (Server/Router
configuration and maintenance).

1.30.  Stinunptip gwuguiht huugliitiph inpwdwnpuw hwdwlwpg DHCP.

1.31. Uwntindti hiwpwynpnipjniu wwnptip outipwghnt hwdwlwipgtip niutignn ubinytiputiph
L hwdwlwpghsutiph dhole wnjuutiph bW $uyitinh thnjuwtwldw hwdwnp.

1.32. Yndhwbtih  uwwuwplyiwy gpwutitjwyutiph b wwpwspwhu unnpwpwdwuntdubiph
wpluwnwyhgutiphu inpwdwnpynn htuwntinutinh hwdwswih U hwdwlwpgyws npwdwnpduwu
hwdwp  uwwuwpyduwu pupwgpnd  tpuidwnti oujnhdw|  Gupquptipdwt  gnpdhp, nnpp
huwpwynpnieinit— Ypuatinu uwhdwwthwlti  huwntiputin hwuwutihniginiup'  pun
oguwgnpdnnh, puwn fuyph hwuwutihnipywl, puwn oqunwgnpdnnht hwuwubih Yuph L
oguwgnpdnnutinh hwdwnp puin wipwignLRjwu:

1.33. Uwwhndti wufuwthuwt wpluwinwup nyjwittinh thnfuwtwlydw “Ywnwuwph Yndhwntih
Yhuwnpnuwlut  wwwpwinp, “Ywnwuwnph  Yndhuntip «Stintijuindulwt wbjuuninghwutiph
Ytuwnpnty - unnpupwdwudu, nwpwdpwiht - (wnwbdtwgywds) unnpwpwdwunwdubph b
uywuwpldwt gpuubiiywljuliph dhels, wwhntwwnwiht wlwwwphttipng Jbipwlwugudwu
ntiwynipyuidp Yhpwnting dynamic-routing (OSPF, RIP protocols).

1.34. Uwwhnyti huntiputinh wifuwhwl wpluwwnwupp Wwhnwnwiht Gwuwwwphubipny b
Ytipwwqudwu  niu whnipyuidp  Yhpwpting dynamic-routing _(BGP__protocol) huwtinutiwn |




dwwnnignn Yuqdwytipwynugjw htin,

135 Uwwhnybi wwppbip gwhwnniutipp hwuwutiihnyeyniup Ywnwuwnph Yndhwntih ubipphu
guwughu, Yuwd npnpwlh hwdwlwngtiph U Swnwynipniiutiph, uwhdwbwihwlting npwtg puwn
IP-utinh U Swnwynipyniuutinh

1.36.  Uwwhnyti gwulwguws Ytinnud oguwgnndynn dSwnuwynupniititinh (htinwfunuwlwuy,
ubippht - gulig,  wnwudtwgyws ubipdipubp - U wyt)  pwdwlinwip wnwppbip - Layer2
tupwguwugtiph.

1.37. Swpptip Ytwntiph fudpwynpnudp puwn dwnwinipyniuubinh Layer2 tiupwgwugtiph.

1.38. Uwwhnybi ninnnpnnud (routing) (tinnugjw Layer2 fudptinh dhol:

2. Ownuwijnipjniup wtinp £ dwnnigyh wluwwnwupwiht opkipht, huly wyu dwun,
npp - wwwhnynd £ Yndhutip huwntintivnwptt - Yuyptiph wufuwthwt  wyluwwnwph
wwwhnydwlp, bwl ng wpluwwnwlpwiht optipht' Yuwypbiph wuuwihwl wotuwwnwuph hwdwp
guiugwiht fungpunnwntinh wnlwynipjwt nbiwpnid, huswhbu twl wju nbwpbpnud, tpp nu
wuhpwdtpn £ wpfuwwnwlpwiht optiph pupwgpnLd quugh wufuwihwl  wofuwwnwuptbpp
wwwhnytiint hwdwp:

3. “wwnwpnnp whinp £ uywuwpliwy pupwgpnud h hwyn tlws funspunnunutiph
L wnwowgwsd  fuinhputipp, hugwtiv - uwl  wuhpwdtipn wbfuthywlwhwu  dhongutiph
Ypwqghudwu  dwuhu wuhpwdtipnnipjuwt  nbiwpnu Nuwunyhpwnntht ubiplwjwgup
wnwownynipniuutin:

4. Ywwnwpnnp wtinp £ nitiuw yipp updwd wpluwnwupubipp, huswbiu uwl
pwpubiqugpwlwu hwdwlwpgh wpluwwnwupl wwwhnynn utinytiputinh (Tomcat, GeoServer,
Tilecache) intinwnpuwu L Jupquptipdwt wnlijwqu 3 nwnyu wpluwinwupwiht thnpg,

5. Uwwuwpldwl dwdltinh Jtpenud Uwwuwnplynnp wtinp £ Yndhintihu hwusup
unyt  inbifutihwlwt punipwgpny  bwjuwintiugws wotuwwnwptibiph - Yuwwpdwlp
Ytipwpbipdnn pninp njwiutipp (dnunph wuntuubip, qunuuwpwntin, gwugh tnnwninghwjh
thnihnfunipyniutinh Yipwpbinwy wbintiynipgniutitin L wyu):

* Swnwynipput dunprigwt Ybipgtuudwidytiupp sh mbnnq u??bﬁ/v[ﬁlﬁ:lfm@@ yipdw nbilpinbdptinh 25-p:

s
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Qunwunph Ynihubu (wjumhtin” Ynuhwl), h nlidu qjluwynp bupmninuph dwiiwuwyunnp
Wupwmnuwlwmwp - G, Gqwiywiih, npp qnpond L Ynuhwlip Juiunuwmpnijejut hhtwu Jpw
(wyunthtin' wwwyhpuinnt), vh Unnuhg b «Rlup Und» PRL -u, h nlidu nloptii €. Uwipquipjuih,
npp gnpond £ pltipnieyuu Juiunuwnpnijejwiu hhdwu Ypw (wyunithtan' Juunwpnn), dniw nnuhg,
hjup punniutqny 2020 pYwlwh thtpjuph © g -hu Yupquo opwgnuyht wwwhnydwi
uywuwnpyuw ownwjnipimutiph gl phy Y4-49COR-20/07 Wwjdwuwgph (wjunthton'
wwjdwuwghp) 4.2 U 7.13 Jtntipny uwhuwuwo wwhwgutipp, thnJuwnwpé hudwéwgunieyup
Yuplightt unya hwdwéawyiughpp (wyunthlin' hudwéwyuwghp) htanlywh dwup.

1. Cwdwawjuwgpp wnwpljwu

L1 <hudp punniutyny Wuwydwuwgph 4.2 b 7.13 Jltanbipny uwhdwujwud wuwhwugutpp' hwunuwnly
Wuwjdwuwgph 1.1 Jtonny twjuwmbiu]wd! opwqgpuhu wywhnyuuwu  vywuwpiwi
ownwynipiniutiph Uwnmguwt Jawpdwu dudwwljugnygp' hwdwéwy hubpwsh:

L2 Ownuwynijejut nhuwg Yauwpnuip Juunwpynud hwvatwu-punmituy wpawuwgpnipju

(Wwydwliwgph Phy 2 hwytyywd) hhdw Ypw' uny hwdwawjuwgph hwytifuony hwunwmywd
Yawnpdwi dwtfw‘uwllulgmjgm{ twfuwmbiu]wd witfunud, uwlwyu ny n, pw 2020 p.-h ntntniptph
30-n:

2. W wwydwitibp

2.1 Unyu hwdwawjuwghpt mdh Uty L dmtnud hw)yuniwt wuwhhg, gnponud E uhugh Ynnutpp
Unnuhg Nupdwiugpny unmwuatug Wwpnwnpnipyniuutiph Juwmwpdwut wywpnp b hwinhuwanyg
L Nuplwuwgph wipwdwibih dwup:

2.2 Unyju hwdwawjuwgpnud supyuid! Unnutiph Innithg Wujdwiwgpny twjuwwmbiu]wd
hpwynmiputpt m wwpnwlwunieyniuubipn ponuynud b wuthnpn}u:

2.3 Unyt hulwawyuwghpp Ququjuo L 1 Lohg, Yupymu L tplnt  ophuwljhg, npnup nubiy
hwjwuwpwuqnp hpwjupwiwlug md, jmpupwiynip Unnuht wpynud ubjuljwi ophuwl: Unyu
hulwéawjuwgpp hwtJwon Quaqujud k1 bohg b hwdwpynid hwdwawyuiwgph wupwdwbyh
dwup:

3. Unndtiph hwugbtitipp, pwljwght L{Lut{hnwtqwjdluh'ubnn L unnpwqpnipniiutpp
Muwnyhpwinnt busurnn
“Ywnwuwnph Yndhut
p. bplw, Upowlniujwg 7 «Ptiup Unpp» dre
<< DU Inpdwntiwlwn Jwnsnipni p. bplw, Quptiugh 1
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