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dwpdhttbphg unwigynn wjubp:
» Lhnwfumgnipwl dhe quntifnn b Juwpswljwt hnwwiuwhuinnuiubp grpéws whdwbg
L ubp:
LK nwpwdpughts pwdwliful €< plwlwywnkph UbpLupbnw) mjuwgubp:
. L pUwpUIWnwEplbph L plnpwnbnwdwubph UBpiupbpu wubibp:

Swplwndwl hwugblibph (Uwpg,  hwidwip, PUwWlwuwp,  thnnng, 2blip/lnnit,

PUWlwnwb) njubibn:



« L plilps nipgwits whwnwlpwt nbghuinps U ece nunpnnukiph nbghuwnps hwdwijwpgbiph
hhdbwlywb bupwhwdwlwpgbpp L Fniiyghntiug punwnphsbbpl B
L4 pwnupwahlibiph whdbwgnbph tipadwnndw qnpéwnnyplibpp Pnwlwliwgting
Upwhwdwlwpghbp'

- Linp wbidliwgph gpwilignud

- Ubdbwgph dnfuwtinulnug

- Ubdliwgph Lle[hnLuumUmraJmh dunlybinp Epljwpiugnud
- Ubdbiwgph nslswgnug

- Ubdbwgnh wiwbp Suwiliwgnud

» Pwnupwghtibiph, puwn PUwhnusuw Juwyph hwogwinduwt bupwhwiwlwpgbp'
- L pwnuwplughtbiph L cunwipklnjw puwnuwpwghtbph huwgywnnug

- L4 punuwpwghtibph L ounwnblnw punuipwghtbph hwaywnnwhg huting

- L4 pwnwpwghtbph L ownwnblppw pwwpwghbbiph  huwsdwndwt wnfjlutibaph
thnhnfunuygnits

Puluunwlwitibph wubiph dowldut Gidthnpruwlyut thwunwEnpbph
pwdwnpdwt gnpdwnnypLbpp hnwljwbiwgting BUpwhwdwluwngbnp

Qwbpwjhu S g niibph hwdwipwiihgh gbUbpwgiwt b npw bl winbisinn
gnpawnnypUbnh Lwnwwpdut bupwhwdwljupg
* £ punuipwghuwlwt wilnbph gpwbigdwy pwdhlilibphg wnwgywd unjusbinh (&b,
AupniEwls Swbiwsnod, dwh...]  dowldwyu | wbinnbighunpnud grwliglwl
Gbpwhwdwluwng

Uhtish 16 wwupbiljwy wiidwbig, ownwnbpypwghutiph, Erbulwenwpnmwlwt
hpwuwnlubphg unigynn - inujuiiaph dpwlhdwl, hwadwndwt L wbnbghunpnug
gruwibigdusty BUpwhwidwlwng
* Upwowgyws Ybpuny ipuidwnpgng widbwgpbiph U Unybwlwbugdwt pwpinkiph
Ybpwpbipgu) wuydwhwgpbph AluulyEpuydu, tnfjwtibiph dawlyduwt Blpwhwdwljwpg



+SC PUNURWGRNRING unugud Wy wennpnAbRh puinwpwghlbph nuwbtnh
qruwligdwl, hwswndwl b Uswilydwn Bupwhwidwljwpg
* Mnpgnwd widliwgpbnh wfjwbph dawldwt L wnguwlig UUD  inbnblwingwlwl
LElinpntipt unpwdwnpbine gnnéplpwglibpp wiywhnynn Burpwhudwljwpg
» Upgbjyuwd L ufuw) inpywds wdlwgpbph wwwibibpp dzwilydwi Bupwhwdwluwpg
= Shwbibiph uwnmgdw Bupwhwdwluwpg

- hbwnwhungdwty dbg quatignn L Yuinswliuils hulynnnis)wt twly gualifnn whiswbg

njwitibinh dpwlnud L wihpwdbon owbpwnhy hulynnnieuwt il wtiwsg nud
= Ownwipbiplynjuw wEwnnnibibpnw £ widlwgpbph Yubpuwlywtinswts i ubph

dzwlynud
* Pwunwpnpbph qnuigdwi L upwidwnndwi Ry nynltbph dluwlbpuydwn
bupwhwidwljwpg

Ubsbwgpbiph L Guwidthnprwljwt thwuunwenpbinh YELwpnbwgyws Uy uwgpdwt
hhpwhmﬂl.ul.rmnq
=« L plilsnipgwt Wjbunwljwl nbghunps hwidwljwpah b Yblbuwiswihwlut unjubibpng
whisbwgpuwht hwiwlwpgh hudwlguiwt BUpwhwdwlwpg

= Cwidwlwpgbpnud thnthnfudnn upugubph L qrpdnnnunilibnh nguwynpw
YugquwhEpwdwy L hpwlwitiwgdul BUpwhwlwluwpg

» Hblnpnbwlwt b ibgwht Pwguiibph bngbwlwhiwgdw Gupwhwdwlwpg
« Ddwlinuly BUpwhwdwlwpgknp'
- nwnpbp inpuwyh Uhtwlwgnuiljuts unjusbph unwgnud, YbBppidniggnitiubp L
widthnhnudubn
- LElwnpnblywl wipwubph hitpnul wihpudbynnuswt nbwpnud, puwn

hudwiwgwnwufuwt oy nyniegwl wjwititiph thnthnfunud L gnnpannnywl
|ngrudnpnud



* Swdwhpgbph  wwppbn Pprtilyghnbiwg - Gninbph hwuwtibhngzwi, hwdwlwpghg
oguidnnlibiph L wndhthunpwnnph Pruifndiptibph, — pnyundniggniitbph L
uwhdwbiwihwlnulubph Yruquwlybpudut L ybpwhuljdwi Bupwhundwljwng
Sbnblwbpubph L hmgl.{hu-rl.[nqajmhhtrph Ywodwynpdwyu L LinLmwddwl
GUpwhwdwlwpg
= PUwlynyzpwl tnp hwugblibph Guwgdwynpowt L huwunwndwt Bupwhwdwlwpg;

Uy qbpuwnbuymitiibphg L L{Luqdml;hnu,rnqajmhhhphg uwwgynn, - hwpgnultbph
uuiuwpldwt b indyutibph thnfuwtiwlydwi anwgpwhi Gupwhwdwlwpgbpn L web
ubpuhutibp’

- UdY - £ nuLpljuwitingzqwi wbinblwnwiljwts Yhtwmpnt
Udy - ££ nunhljuwtinigge)wt Guwlwwwphuwght nunpljulnizgni

- UMY - UMY swhdwbiwght b
- WY - £ nuinplywbingswh Spluwbih Junsnuygni
- Udd - Uuo
LUdd - LS.
Udd - BY4US pudhtiubp
Udd - My
udd - “Lnre’ nbnblwnwbpinidwlwt LELwnpnt
U - HUCY
Udd - YUusp
- WA - Lniwpuljwt qrwublywlyubn
- Udud - Uhgpuighuyf hndhunt
Udd ~ ££ bt pnbwlwt putily

U - Hawynghunwiphw
10



U - £ dwpuwghiy Ywipsnuggnil
Udd - L€ My
Udd - E4E1LS

- UM - YhSwbunlynd

= L plnpuiljwt wnwnwaplbpp L wnbnwdwubph Ulwipwgnbiph Slwugnpdwt L
ubipdniddwis blpwhwdwlwpg

» Cuwn puwpwinbnuwdwutiph <€ puwpnnlbiph nbghuwnph gl Bpwhwilulupg

* Cuwpwgnigwlylubph gl L vwwgpdut GUupwhwdwluwng

* Swugbtibph Ulwpwgpbph Ulydul, wwhwutaiwt, withncwgnbph unwegdut
Eupwhwdwlwng

* Bilwpnbwght unuppbp dliswshbph plwnpwgniguwlyubiph uLnwgl
BUpwhwdwluwng

» Opbupny uwhiwbfwd Inwanwghs plunpwgmgulibph wjwlibph dawldwy L
dluwynpudwb Gupwhwdwlwng

* Lpwgnughs plwnpwgmiguiliubph ungdwb L g pudwt blpwhwilwljwpg

* Clwnpnnh wwiubiph npnldwl b nhuwplpdut Gupwhwiiwljwng

Swilwlwngbpl wofuwwnw bt dhpqbipuwnbius b Hnpw) guitignul, wnwhisbwgyws
Ywwmnhtubpny:  Hfuwdwunyd < nunhlwbinpul wsliwgpught L Yhquitibph
Juipsnuajnilinug Yuqiwnpywd £ unjwitibph Yhtwpnt, dwfwbiwljwlhg bl wijut
hwgbigwénuypudp, npwnbin nbnwlugws b wnjugtibiph huwlipwy bt hbliptipp,
uwjwuwplinr,  dpwgpght wiywhnynup, whiumwlignpput L huwbib hnipwt
nGubihlwluwt b dpwgpuht dhenglibpp:



Sbinblwnynusgwt; thnfuwlwlynut hpwhwbiwgynad nhduwlwined  CDN
nGfubininghwyny' hwnnpnwligdwt  wnwbspy gdtinh  dhengny: Snpduintiwljwt
Uwluwinrwlyng wipuubiph  thnfuwbwln hpwlwbiwgynud ¢ Hitp/Https | L Fep
wpdwbiwgpmipribitbnny, SOAP uinwlinwpnht hwfwwwinwufuwt' Yhpwnbnd TCR/IP
thnfuwnpdw wndwbiwgnnugnis

<< nuinplwtinisw wbdlwgpughls L Uhquitbph - Juipsnus)ning wnbnuwljugyb) G
wjwibiph dawlydwl bpkp Llnpnbiibn, npnughg Eppnpnp’ Ypwpught YepwlwhigUdw
tjustbph YEunpntit L.
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Sujuitiiph Yhuwmpntng unbnwlpuwyuwd b
+ dwbpwpbnjwénsw hwwuwpwlzndwl vwpph L Ubpfunichlw
Ywiifuwnpgbdwi nwdwlwpgbn, 3 ophtiwl {Apache ubpybp, Snort wnbnGlwunpwi
hwyinbwpbpduwl hwidwljwpg),
. dpwapuwiht ubpybntitp (windows ubpybp 2012 R2, 115 ubimjtn, Rsyslog
ubindtin), 3 ophtiw
wfjutibiph hbiph ubipybn (Oracle 11g Release 2, Red Hat Enterprice Linux 6,
Rsyslog ubimlbn), 2 ophtiw
. guiighti lguwd ubipytipuhty wjwhmunwynpdwt (NAS) 1 UL
unbnblwiwenwtibph Wbtwnpntiwgwds hwwpwgniwt hudwn:
* Oracle Weblogic Server 10.3.6

Uwywhnybime hdpwlwangwspnud Yntbhgnipwgnud L huunbgnuwgnud, npuwtv |2E€ hbug
Oracle-h Juwguwa dpwagpuwiht dhgnglbnh hwdwp, npnbip whnwnpws b Mwdwlwpgnu

* Oracle Enterprise Cloud Control 12¢ 13

Spync Lywypliph, Oracle-h  Spwqgpusht Uhgnalitiph Lpunwupdw Uhgwfuyp,
nugpwlwnnigywdph gpuwbhlwliwl Gwnwwpdw Muwdwp, nple nih hlunbgnugus Jep
ubpdbp L dEubpdbuph Prquwhmlghntiw) Uhgwyp: Ugfuwinnd | tep port-m
(CloudContral-h dhengny Yuinwpinud £ Oracle-h hubpnlwamgwdph nng Luwnwywpnudt ne
dnthunnphtgp,  uljuws wjuitbiph  hbupbph Ublbgubuphg Ybngwgpwd  Dataguard-h
LntBhgnipuwghwlbpm| L gkt bodblpn):

* Active Data Guard 11g Enterprise Edition

Data Broker-h YrelPhgnipuwgnud’ hdtwlwt Guygh Wnfjuitiph hbbpp, npwby Primary
Database nbughlwgynud t Backup Gw)ph wnfjwitibph hilgnud: Newhlwghuwt Ywnwpynid £
nbw)  dwdwbiwlgnud: dwdwbwlh gubluwgus wjwhhl, Backup lw)ph wjuubph hilipp
hwbinhuwbnu £ Frimary Ywjph Database-h Ghawn $hahljwlyw Ynluephbwlp, npp quntidnud E
read only -h nbdhdnd L Guwpnn £ wlwhywgyb GGy htubpnlwnnigyuwdpnud Ll
hwhuwbidwl bunnd ughliwplbphg:

* Active Data Guard 11g Enterprise Edition Failover scenario configuration



Data Broker-h ‘Failover'-p Unubhgripwgwd £, flashback nbutininghugh  hhdwt Ypww;
unbindwd b flashback Inquidnpnn hblp, opp huwdhly Pwpdwgynul [ Database -tiph
yrndhg,  Jewnh nbwpnul,  whhwwwn, unjuwibinh  hbupkinh nbpbph  thrhnfudw
Luyunw lgny: Hepwnuihb hpwyhtwltbpng b hkupbph nbpbph thndhnfunignitip
Yunwpnud £ ulphuutibph Uhgngmu: "Hipbph hbwwnpg WEpuwlywiglinudp Guwnwpgnud ¢
switchover inbfutininghuwgh Uhgnany:

Unbndub; B bplyn hbughp' dbljwlwy hkup hwdwlwpgh wibl ugpnu g fufuned
primary, huly dnw Yuwjpnud physical standby nbidhudnu, npnlip dhudjwlg Ghown linlephlwly
bl b upbfupnuhqugynd By 2wpniilwpwn’ wuhblupnt wwippbipwlyng: Failover-p lihptuntih
E dhwj physical standby Jwunud, pwlh np nbnbph hindhnfudut whpwdtnnpni G
dhwi  primary hGuph whhwuwbbhrguwt  nhypnu: Hpwnwiht  hpwhdwlp
Ywpguwinprwdha  hbwnn primary  hbupp  uwnwbdbinu L physical  standby-h
Wwpnwlwbimpgniittin, hushg hbun ubumd E uhUfupnthqugyt Uwfulpli physical standby
Ubpluyhu primary hbtph  hin, uptfupnuhgughuwt wwpmGing  hbn Jwinwpynd £
switchover, hlugh wprynitipnwd hbupbnp dbpuwlwliqUnu Gt hpbug Lnyt Yupguhdwlp:

Cudwlwpgnud nbnwlwws opwgpuyhle dhenglibints b’
DB Server

RHEL & update 4

Required Packages for Oracle:

binutils-2.17.50.0.6
compat-libstde++-33-3.2.3
compat-libstde++-33-3.2.3 (32 bit)
elfutils-libelf-0.125
elfutils-libel-devel-0.125
gee-4.1.2

goc-c++-4.1.2

glibc-2.5-24

glibe-2 524 (32 bit)
glibc-comman-2.5
glibc-devel-2.5
glibc-devel-2.5 (32 bit)
glibc-headers-2 5
ksh-20060214



libaig-0.3.106
libaic-0.3.106 (32 bit)
libaio-devel-0,3.106
libaio-devel-0.3.106 (32 bit)
libgcc4.1.2
libgec-4.1.2 {32 bit)
libstde++4.1.2
libstde++-4.1.2 (32 bit)
libstde++-devel-4,1.2
make-3 81
sysstat-7.0.2

Oracle:
wls[DSE_gen:ric.}ar‘-WebL&gic Server
emi2103_linuxbi4-Enterprise Manager Cloud Contral 12¢

linux. x64_11gR2_database-Oracle 11g r2 database enterprise edition

Application Server

1. Windows Server 2012 std 64Bit, |IS Server
2. Oracle 12g R2 client

3. Visual Studio 10(10.0, 20100 X64, G485t

4. Folder #AVV_WCF (Project)

AvvServerHost - References
- BPRServiceLib
- System
- System, Core
System_Data
- System. Data. DataSetExtension
- System. Deployment
- System.Drawing
- Systern, ServiceModel
- System. Windows.Forms
- Systern. Xml
- System_Xml.Ling
Imported namespaces:

- Microsoft VisualBasic

= System



- BwwServicelib - References

system. Collections

Systern, Collections. Generic
System, Data

System. Drowing

System. Diagnostics

System. Windows Forms
System.Ling

System. Xml.Ling

- Oracle, DataAccess

- System

- System.Configuration

- System. Core
- Systern_Data

- System.RunTime_Serialization
- System.ServiceModel

- Systemn, Xml
System_Xml Ling

Imperted namespaces:

Clients

Microsoft, Visual Basic

System

System. Collections
System.Collections. Generic
System_Data

Sy‘stﬂm.Drmving
System.Diagnostics
System.RunTime, Serialization
System ServiceModel
System,Ling

System.Xml. Ling



1. Microsoft Windows XP SP3, Ms Windows 7

2. Oracle 11g R2 Personal Edition

3. Visual Studio 9{SP1 9.0, 2008) X86 32Bit
4. Folder #AVV (Project) - References

- AVVS
- Axlnterop. WA
- Interop. Microsoft. Office. Core
- Interop VBIDE
- Interop. WiA
- Microsoft. ReportViewer WinForms
- Microsoft. VisualBasic. PowerPacks. Ve
- Oracle.DataAccess
- Interop. OraclelnProcServer
- System
- System.Core
- System.Data

- System. Data, DataSetExtension
System.Data. OracleClient

- System_Deployment

- System, Design

- System_DirectoryServices

- System. Drawing

- System.RunTime, Serialization

- Systern, ServicehMadel
System. Windows, Forms

- Systern, Xml

- System.Xml Ling

Imported namespaces:
- Microsoft. VisualBasic
- System
- System_Collections
- System.Collections. Generic
- System.Data
- System . Drowing
- System.Diagnostics
- Systemn Windows. Farms
- 3ystem.Ling

- System.Xml Ling

15



Aml.Ling

Sujutubph ELwnpnbww htuphg ogudnd by <& by nusgt wbnwlwl ntighuwnph
LEUnpnbww wiguwinwnp” whdbwgpught L Uhquiiph Yuwipsni@netp, widbwgpuht L
Whquititiph Yuapsnu)uwl nwnwdpwhti pwdhtibpp, wpwnwphl gnpdbph Uwihuwpwpmgewl
nEuwwlnignitibipg, njnuywnnunnitbbpn (dan 145) L 2nipg 20 wy) abpwwnbuynitiiph U
Huwquwlbipungmmbtibinh b by waen ity Suinwjnniitibin, npnbig hudwn hwdwlwpgnd
Upwlwd BU wpnbibtinuwghy Ly paunwlywi drwgpuyhl dhengubip:

Cwidwlywipgbpp opwlwl  wwwuwplnd by hwquwnwynp hwpgnudbp  ptisuybu
hwbipwiyBunniyew wpnlibibinbbphg, witiubu bl wpwnbplphg:

Cunhwbnip waduadp hwdwlwpgbipp Yupkgh & Pwdwib) 4 hhduwlwl onwhubph, npntp
lwphg mUbl uwwuwpldwt L Unthinnphgh

1. Syjwiutiph hbgh onuily
2. Lbplunuddwt huwpinbwpbn it L Swipwptmbuwdnipwi puziudwls onuwl
3. Upwnwpht guitiguughiy dhwgdwl L Epprndwi onwl

4. Yhpwnwlwl Snwgnuhl hwlignygh anuuly

1. Sywtibiph hbtiph onuwlh uwwuwplynd

LT Syjwiubph  hbtgh vigwuwplnulp  pwpnitiwlwlut gnpdplpwg b, wwhwignd ¢
wbpbinhwin L Wwippbpwlwt dhowinnypnit’ wpwquanpdnuzwl - Gunwnpbwgnpsnd,
hutuutaust huwnwinp fbiwpbph uwlfuwpgbjnu:

1.2 Sypuubiph hbtuph onuilip wnngywd  bplm hwbgnyghg' wljupy L wjuufi:

Twuhy hbtipp wiwnhy hbbph  huwbqught nlbophwll £, npb wiipbinhwin gl E
uhifupnt YpGwlynu wiljinpuf indjusitaiph hbuph hbn: Uju gnpdlpugn tinytiuby Wwhwbignu £
wiiptinhwin b wwppbpwlwt Uhgwdwnuaiml, pubih np pwndn nhuljugh | huwidwpgmed
qublwguwd wjwih Yapnwn:

1.3 Ulunpy wijwtbiph huph hUwpwynp fuwhw gt bwpd wushwbiggnud E wlihwywn
dhgwdinnuaynity, wuwupy hbuph whnpywegdwt Luyjwtnwlyng:

.4 SUjwiibph hbuptpp wnirnwdnpdrd b Inquudnpdwt huwiduslwpgnud: Utihpwdtiown |

Wwppbpwpwn uinniglby Inglinp L windwauitiply guibiljugud fulinph wnwpwgdwt nbwgpnud;
19



1.5 Sjwiubiph hisupbpp wwhnwwnwynpdnud by wwppEpwpwn: Muwhnunwynpdwt
hwidwlwpgp Unytgby Wwihwbgmd £, wwppbpuwlwt uinmignudubp U Jwubweghuwljuwt
Uhgwdinnieniiubip:

L6 Syjwiubiph hbupbnpp nbrwnpdwsd B Linux owtnwghnl hwdwlwpgh Uhgwiusgpnud:
Owbpwghnt hwdwlwpagp ujwhwhignud t Wwinpbpwlwl wpnghpwlinhly Uhgwidinnipnd L
wiplnhwn dntifuinphbg, Pl wdn i Ew hwnwghdp Ybpwhuljbng Uujunnwlyng, hliguybu
bwly, wiinwgnisuw Uhgnguwnnuiubph Yuquwlbpwmd' funghih Ywnbiph hwjinbiwpbipdwt L
Y wgdwl buyweulng:

2, Lpjunicdwt hwyunbwpbpdw b dwbpwpbnbwénysgwh Pwudwl onwlp
ujuwplynug

2.1 Lbphunuddwi huwinbwpbpdwt L Swbipwpbnbyuwdnpwt Pugfudwl onulp puwnljwows &
3 Bhahlywlyw hwbgnyglbiphg, npnbg Youw inbqwnpjwd £ Linux owbpwghnt hwdwlwpg:
Uhgwifwypnud wotuwnnyd E phnbdwinipuwl puwbuwnpdwt huwdwluwng' HAProxy L
Swnwjmpnilitibp, b hnigwl, wibifuwhwbingagut wigwihnfwl  hwdwlwpg’
Keepalived, npnlp Priilyghnbivg wugpwhngduwt b Untifunnphtigh Guphp nitbi:

22 Onwhh Jdbl wj Yuwplnp Sruitiglyhwt Ubpluniddwls hwpnbwpbpdwt L lwubgwt
wynndwn hwdwlwpgt F snort-p Ywuwd wilifLnwg nigaguts Uhgngwnruibph L
hwdwlwpah pbnhwbing  swpndiwljwlut dnbfuiinphligh  ahulwht wlwhgtibph
wnmyniiplbiphg, Snort-p dounwlyuwts nuShgnipwgnidubph L Ywbnbubph Spwonwdnpiwl
wihpwetipnniznit mbip:

3. Upinwphts guitiguhs Uhwgdwb b Epprndwt onuwily

31 U onulnu grpdnud b Bpennhsibn, npntig wiywhnynud B Qup Lt
wnnpwpwdwinuiubph L wpuwphl qipwwinbusnigniiibph ks Bpenunudp
Gwogdwhbpuws £ 2 bt by Lyntubhgnupuwgnid niibignn Bpninhsubiphg, npnlighg
guiblwguwd Jblyh hbn fulinhp Lngwbiwgm nbwypnud, bbpwlwnmgwdpp Awpwniiwlnud E
hwuwbibih Suwg W onwhp Yuwnwpnod £ ol Firewall-p nEpwlwirnwpn: Yhpwnywd b
Yuunlibp, npnbp uwhdwbiwihwlnd by wnunwpht wafuwphh dnwnpp nbwh hwidwlwpg:
Onuilyh uwuwplnulp  Bupwngpad L 2uwipnitiwlyuwlywy dhgwdnngnititibp, Lrufunfud
luwiymnhubnh dlwdinfunuitbiphg: Bppninhslbpp Unybgbie ity Unbhunnphligh
wihpwdtznnugnib:
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4. Uhpwnwljwi dpwgpwght hwhgnygh ol Uiwuwplnug

Sujwiph  Ybbwnpnup Yhpwnwlyuwt Spwgpuht onuwlnud quinnud b 3 Ly sl
dnwig gt hwbignyglbip, npntip wouwnnd B Windows  Server 3013 owbipwghn
hwdwljwpgny: Muwhwbgynul £ pundpnmwly Hwubiwghunwlywl wwnpbpwlwl JEpwhuln,
wihpwdbpnnzw nhypnud Uhgwidinnuanil L pupdwgny wiidnwgnipuw L prlghnbiwg
Yunwpbpugnpddwl Uujwnwilyng, hluswybu buwl Spwgnwinpynn hwhignygtibiph Pniiljghniiwg
thnuhnfunegnitiibph bbpwnlnu:

4.1 Yhpwnwlw dnwigpwhity wigwhnuynuitbpp  wofuwnnud by lI5{Internet Information
Services) dbp L windows service hwbignygubpnu; Mwhwbgynud Uwubughun wlywl
hdwnuznit 4nuhgnipwgnuliubph, wpnphwlnhluwubph L whwihnhlugh  Gupwnln
heuduin:

4.2 «£< Phwlsnipwl whnwywl nbghuwnps b «£< Clwnpnnubinh nbghunps hwdwlwngbpp
pugiwdnitilghntiwg b puiquwdnnniju,hi hwdwlwpgbp Bu:

Wy hwiwlwpgbph bl dpwg b wwwhdnuip  pwnljwowd £ 325
Bupwhwdwlwpgliphg {Ubpwrywy LN< hudwn Upwilyfwd  Spwgpught dhgnglbinp), wy
qbpwinbiusnusntiph b wpuntiiph thnfuwbwldwy 10 web ubphutibphg L pugqdwehy
odwbinuwl dnwgnuwht dhgngubiphg, npnug wiywhndmd b <€ Plwlsnpwl wnwlwt
nlighuinph, ££ plwnpnntiph nbghuwnph L Wil ht dwnwnipniitibph gnpdlpwglbph

wifnnidwn unwdwpnulp:

3. Chitiwlwd wpwhwhigh 17i]

21 Uyuwhidby «£< pliwlsnipqut whwnwlhwl nbghunps L wde plupnntibph nbghuwnps
Clblupntiwghty  Gusnwwpdw hwdwlwpgbph  papp hwlbignyglitpp' wnbfulihlwljub,
hwnmgwépwiht L Spwgpught wwwhnddwl uwywuwpldut Gnpdplpwglbpp:
Vwulawnpuwwy by’ e Blpwhwdwlwngbph Wb fuwhwly wafuwnwlipn,
wihpwetipnnizwl nbwpnud,  owbipuwinpy hbpuwym| L Pwnén  dwubwehuwlut
dwlwpnwlng  Guwinwpb dnwgpwihty thachnfunie niitibp' Lprsey sy wlauinmgmblbph L
ufulbph e, hlsugbu Ll wbdbiwgnuht Sunwjninitdibnh anpdplpwglibph
pupbwydwl wnwbsht hwpgbinh m&Twt bk,

5.2 Uwywhnyby ujusubph Yhtnpntih plnhwhing Pilyghntswnipwt, PR puwrnwnphstbnh
nnuwih, npwslyug wzfuwnwph unmgnud L Hwglnuunblw.
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3.3 Uwwhnyly wnjuilibph  Ystunpntip hwlgnygubph wpndbhwlnhlw, hwlignyglbph
wpluwinwlph qUwhwinnu, Ubpghls Bupwhwlwlwnpgbph pwnwnphsubiph L Ubfuwlihgdbiph
Frughnbiwgnewl vnmgnud,
2.4 Uwywhngby unjwibiph  Lbtwnpntih hwlgnygubnh  Jhel ywiybph L htnbndbijubnph
wpndhpwlmhliw, Jewnyuws LwyBph L dwimpttiph hiintiwpbipmd L thnnfun.
2.3 Uwyuwhnuby wfjuutiph YEbwnpnUh bipwpbngug funphprwwnynipuwt wipwidwnnnid Ubpght
uguuwnldwt widbwlwgdht L ogunwanpdnnubphi.
2.6 Syjwitibph  LYktwapnth Eblyunpug Prighnbiwnipuwt L qupgugdwl hwdwp
wawpwplmembbbph  Gwginud L hhduwynpnud Wijwnwinugh: b dpwgpught
nwbignygubph dnnbpbhqughwih b tnthnfudwt Epwpbpnyw;.
2.7 Unywhn by ujubph Yhtnpntp ubippuhi dhgwiuyph, dpwignwjht witgahrg dwl,
njutibnh ginfuwtiwldwt Ynnwnpwinhd guitigh, juibph wywhigwibdut huwtignyglbnp
wiwinwlipwhti widpnng ghlyh nEhuwajwpnud, tbpwnbing Wpwbwdnpnud,  dawlr/abng
pbpnud,  Ubpnpnud, uywuwplymad/minblgnu, Unnbplhgugnud, huswbu — Lwl
wlihpuwdbunnyswy nbwpnul, nnwtg hwlignyglitiph pwhwgnpdnulhg nruu phpnud,
5.8 Wiywhnyby indjwlibiph Yhbwnpath wbfutihluwlwt L unbfubinng huljwts nhulybph, npnlip
Guoyuwd  Bu ng hnwwgh wbfubininghwbtiph  Lud Y hbnwhwnnprwygnput
duwnwmpynitiph ogunwgnpédwls  hisn, wpwg b cwdwliwlh wnbin Bl winynuzwi
npuwidwnpnd iy libiph YEUnpnup nEjwlwnewip L Wnwgwinlnymblibnh
Slwlbpuymad® by Jhpwgdut b,
5.9 Uwwhnyby indjuitibph hbbptinh  wifuwibuwt wafuwwnwlpn hwsah wnbibing  hbwnbyuwg
wwhwbglbipp.
- WinwgugnpdnyE ) wi Lwunwpbpwgnpénud
- Jupiwtiduwt huwpunn nbwyphiph Yuwitifuwpgbynud
= njwbliph hblptiph wihjunpu] b wywupy nipBph chnchrfungagwl pUEwgpnul wwititiph
ynprunh pugnnud
- whpwdtiznnuawt nbwpenud nujwititph, wihjnhy L wjuwupy hbbpbnh uhUfupn
Ypluophbwlpduwt Yapwlwbglnu, htitpbph wiljun i wgrud
- ujwblph hbuptiph winrpuwynpuwts U nguadnpdwl hwidwlwpgbph U uwiplynud,
wihpwdtpunnigwt nbhwpn Inguaynpuusd wbinElwngnugwl wpnwdnu
- indjusiubinh htpbinh wj b nped wi huwdwlywpah uwywunlymud,
wihpudbannipwl nbupnu duwsulig i wlywl Uhguwidirninit
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- Linux L windows owbpwghni hwidwlwnpgbph ulywuwnlnud, dnbifunphig,

phnuywsnuewl wnmgnud, wldnwgnepwt dhgngwnnuiubnh Lrquwlbpund,

O WG h wigushnynilibiph wbinuiluw)dwt wwinwdbwpbiph hulynud, fungtgh LGt

hwpntiwpbpoud L Jpwgnud

310 Uwwhnyl  Ubpfumdduwt hwpnbwpbpdwy L dwlipwpbnbywinipput pusudwty
hwdwlwpgh uwpuwuwnlno huwsgdh wnlibing hbunlyug ujwhwbglbpp.

- 3 bhahlwlwl hwtignyglibph, npnbig Ypw wbnunpwd £ Linus owbpughnl
hwidwlwnpgh dhewwjpnu wizfuwinnn phnbiuwdngajwl puwbuwynpdwh
hwdwlwpg' HAProxy, dnbhunnphlig, wihpwdbannueput nhwpnud, prutilyg hntiwg
dhewidinnuggnily

- huwuwtib) prgguwt, Swnwnuyriitbph Whfuwshwbinuewt wiywhngduwt hwiwlwpgh'
Keepalived $nitilyghntiug wiywhndwl dnbihuinphlg, wlihpuwdbzunni ety nbupnud,
Fililghnbiw) dhgwdinngemit

- Ubplunidhdwt huwypntwpbipdwt b Ywubgwl wefinndwin hwidwlwnpgh' Snort
Lywuplyoud, swpnibiwlpuljut dnupwnnphlg, Wbppidnuewl wpyniiplibph hhdwl
Yrw Yrudhgnipwgnuiubph L lputintiibph dpwapwinpaud

S0 Uwwhnby wpinwpht quibiguahty dhwgdwt L Bnenudw hwbignygbiph whuwihwt
wizuwinwtipn’ huwguh wiiibng hbwnlyw) wwhwbgtitipp.,

- nwinwdpwht unnpwpwchutinudubph, wnunwphty thwmhuimmm‘uhhph L
|..|U..IE[IIL-IJL|!]]1L.I.|T‘II|‘&]HLULI|]|’1|‘I hbwn Qwwp wwywhngnn bpenuhstbinh uwwuownlnud L
dnuhunnphlig

- wpunwphl wapuwphh dnwnpp nbigh huwdwlwpg vwhdwbuwlnn Yutintbph
Lhpuwnnd, wihpwdbannsul ghupnud, thnhnfunugys b Unupinnphlig

- dwuliwghunwlywy Uhguwidinnignitiubp, bwwyninhubph dluwshnfunudubph htin
b

212 Uwywhnyby hudwlwpgbnh Yhnwnwlwt dpwegpuiht hubgnygbph uwwuwplnup'
huwzuh winlibyng by wjwhwtiglibipp.

- hudwlwpgbiph pnpnp anwignwht blpwhwiwlwpgbph, odwlinuwly dpwapuwghl
dhgngUbiph, wpuwpht gbipwenbugnugniliiiph bl wjubbph thnfuwtwlwidut web
ubipdhubibph pupdpnpuly Uwubwghunwlwl wwppbpwlwi Jbpwhuln,
wihpwdtannuyeuis nhypnud, Uhguwndinnugmb L Rupdwgn, whiluwgnigpwt b
Fnililghnbwiniewl wuywihnynud, plswybiu bwl, dpwapwynpynn hwlignyglbinh
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Fnililghnbiwg dnthnfunignitiibph BUpwnlnu, uwws whbzunnienitiibnh
huipintiwpbipdust, dhafuwbwlgnn nwtbph Ywgdh shathnfunieiut, wphuwnuitph
punBdwl npnowlp futinhpubph hbwn
- lI5(Internet Information Services) Ybp L windows service hwlignygtbiph YGpwhulynud,
lnubhgnipwgnulubph Untpinnphug, winndhiwlnhlw, htiswbu bwls,
Spwgpwiynpynn hwignygubph $ritlghntiug hnthnfunizniiibph bupwnln
213 Uwwhnb €< nunhljuwbineput wihdbwgpughl b Whquwubph dwpsnygnitinud gnnnn
L plwlsnpiwt whnwljwt nbighuunp wiinnidwinuwgdwl hwdwlwngh spgwitiwlitibpnud
Upwlpwd tnp bbpwhwdwlwnpgh dpwapwiht Shenglbph L wfjuibitiph hbph nenbilygnd,
APt wwywhnynd £ plwlympwlp wpwgwgws LEnwny wpwdwnpygng whdbwgpbph L
unybwlwbwgdul pwpunbph  Ybpwpbpw wwdwhwgpbph Glowlbipuyduwl,  wnjutiph
dpwldwh b wddhngdwt gnpdwnnyglbiph wiunndwn wgnd:

5.14 Uwwhmby << phwlmepwl whnwlwt abghunp L €€ plnpnnlbiph  abighuwnp
Clwpnbuwght Guewwpdwt hudwlywpgbph hhdwlhuwt L Lwinw&pu bt
unnpwpwdwbndubiph  ubpybpubph, wfuwinwitipu b luwjwtibph,  wwnwdpwht
vinnpwpwewbinudubpnd - gopdnn Opwapwihl  wuwhndwt Wluwihwl  wybuwanwipp,
bbipwnkiny hbwlyu) qrndwnnyplbpp.
- Pwndwgywd dpwgpuw)ht dhengubph Ubpnpauwd L Mwetig husdwijwinuwsu fuwts
huwidwlgnul ubpdbph Sruwgnuwhl wwwhngdwt b hwpwlhg hwiwlwngbph hkn
- dpuwigughl wwgwhndwt wuwppbpwlwl Jbpwpwpdwgnd
- nwnwdpwyhly ubipdGptibpnug L Yuywlbbpmd wnbnwnpdwds E1blyun pntiught
hudwlwpgh Gl ubpdbntbph Spwapusht prinwnnnsbph wwppbpwwt
Ubpwwpdwgnud
- ubpdbpubph hulnwd {Unbpunphbg) b wnwowgud fuinhplbiph niddwts
inwippbpwltbinh wnwgwrnpnu
- Unp Yuguwbibinh L ubpybptibph Yynuphgnipwgnud, wujwhnybiny husdwlgnudp nnwbg
b hwdwlwpgnud waljw ubnuylplbph dholo
- ubpybptpnug wwpnibiwldnr wbinblwngngsguwt Untpnphla, widpnngualjwtingswi
L wibifunubigriwly wuwywhngnud, uidjuitibiph wifuhywgnod: L wutiwinpwugty’
opbljwl JElwliquidju wilpnnawlwl pupdwgnul widpnngwlwl sunbdwpuwtih
wwhnwunwy bt Ypluophtwlnud (backup):

- huwdwuyuwnwu uwt gnpdwnnyrubnh Ghpwand, npntip Juwwhagybu U
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unbinblwingnuewl hwuwbbhnymup Shuwgl Udd ynndhg uwhuwtiuss wbidiwtig:

213 Ywnwply hwdwlwpgbiph nfjutibinh  wwppbpwlwt wpfuhwdnprd L
wlhpuwdbaunneuwt nbupnid njusubnh Yapwljwbigung:

216 Yuwnnwpby hudwlwpgbph' whiitwgpughl L Jhquiibph Huipgniggmbnud L wwpuwdpughl
unnpwpwchwbinutbpnd  wnljw Bruugnughl  drnngubph nunbilygnud, dnwgnught
Puwpbpudmubn b hwpnbiwpbpws ufuwibisph  nepraod,  hligwgbu Gl U ndp bt
pwdhllibiphg  uinwginn hwpgnuiubph  Jepwpbnwg funphprpwwnympit L oujlEpwenfy
LEpuyny anpdtiwlywl dhgwdwnegnit’ wnwgwgud hiuinhpubph rddwt huwdwp:

517 Juunwph) «£& Puwlsnipwl whimnwlwt nbghunpe - Ghbuwswhwljuwt wfjutbpng
whlilwagnpbiph hwidwhwpgbph  hwdwlgdwt dpwgnwihl  Jhgnglbiph nunbiignud®  plsp
Ubpwnnd £ thnfuwbwlnng wiwitbph  Gwadh L dlusgwthh hulnud,  plswgbu twl
nuwpnbwpbngwé wltnmgnitbiph nunoud:

318 Uwwhndby  wy gbpwinbiusngniiibph b wnguwlig L wwpphbpwljwy
wnbnblhwindrpwl gnfuwtiwljdwt dpwapwihl dhengltinh minblgnud” hlsp Ubpuwnmd
nfuwbiwlnn wnjwiibph huwgdh L &lwswdhh hulya, Pugwbu bwl hwynbwpbpgwd
whbannignibitiinh nunu:

218 Uwwhnyby hwdwlwpgbph  wwppbp wwhnglbpad  wnljw Cwlipuhte
Ownwnugniiiiph Cwdwpwihsubph L hwugbUbph  Ypltinysniutibph, i jwukph
Inbefruewis L widannugritiibph Puwgintipbipnud b Guwnguanpnd:

2.20 Uwwhnily €< plupanubinh nbighuwnph hwldwlwpgh  nentilygnut hlsp Lbpwnnd £
funphpiwndnignit inbinuwljwt nEghuwnpubipht L gnpdniu dhgwdwnuami
plwnpwwnbinwdwubiph hwugblbiph  Wywpwgpbiph tnnfurmiibnh hipwlutgiwl
pupwgpnud: Shnbpnad Guinwpdws thnhn furanisibpht hwilwwwinwouwt’ Spwgpwht
nunblgnwd L huwjintiwptipgws wlbunnignibph nugnno:

LC NUSPYULARMESUL Udy PUMULUSPNAIUL NEGRUSP £UUULYUMrSh
orusruant Unuuuruyut SELPLULUL LULrUSrIRSNRL

Quithwpuidht 2

| Suw i/
LI Wil wwiplyjh
wtiuwbinudp Fudwl wnwpljwh pUnpwgnhs wdjwlbpp
1 Uywhnub « Bwinupueghngewl nbghuwnps biblupnbwht Yranunfwipdwt
UF'-“;IF”—E?"‘L hwdwlwngh painp hutignygubph® kit Yuwnnguwdpuwipts L
i MAIIAR iy Spuwapiht wiyushn duwl Ui duwt gnpdplpwghbpn:
ULy Ll : ; E
SununipyniLibn Vwubunnpuaytu’ prinp Bupw wdwlhwpgbph  wiuwdit wihunwbipn,
i | wiihpwdbpnneut  ghwpnu, owbpuwpy  Ubpyn L puinén
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duwubiwig s lpust ulpusprwslyg Juitnwply Snwgnuwht |
hrhnfunumutbn’ Qugws wibgnmpniiibnh L ufuwbbph nundwts,
hlgwbutiwl,  Swnwngnitibbph gnndplpwglbph  pwpbwddut
wnwiidhthwpgbnhnediwbbbe:

2. Uwwhndbyp wwibph  Ybopnth plnhwlng - Srulighntwsnmsgut,
Pap punwnphsiiph hnwwgh, npwiljwy  wuwewbph  wnngnud 1
nhwgtnunlyw:

3. Uwwhnyb) wiusbbph  Ybtanpatp hwbgnyglbph  wpndhjwluplw,
huwbignyglibph wlswnwbiph qbwhwennd, bbpphty Bupwhwdwlwpgtph
puwnunnhstiph b duwtipgdbph Pruiyghnwnipgwls unnugned:

4. Wbyl iwfpuibiph stnpnt bpuwpbpyuwy  funphprwungaigaut
updurinul Ubnphis uyuuuplyduts wliitwlwgupl l
oqunwgnpdnnbbphl:

3. Stjwilbph Yalwpnbh bbby Prublghnbiwmpiut L quipguegdut
hsdwp wnwgwplngnttibph Gugdnud L hpwnpnud” wupwpunwght L
dpwapwhl hutignygtiph drnbpbibqughugh U gninfude dtpuupbyug;
6. Uwwhml  wnwibph  hblgh wifuwnhwt  wyhwnwbipp  hwadh
winbibsm hbwnlyw) wwhwbgtbpp.

- winweugnpdngguil Yuinwpbjwagnpdnud,

- |'I.II.LILI‘]UJI.II.TI.uhhTJIJJFLIJLli'l|'Il'|.|Jl.I.|E|J|'|]'|L|J.u'L|]1.ILHr|q,|J[r'|l|.T,

- wjuubiph hbbph wrinpewdapdwt L (nquuinpdwty hudwlwepgbph
uwyiunlyrg,

- Linux L windows  owbipwghnt hunfwljwpgbph  wwwwplynud,
dnuhwnphlig, phntusdng)wl uunnu, wiiungripiul
dhgngwnnuiutph Guquwlbpuwgn:

7. Uwgwhm]b) wpwnwght guibiguiht dhwguwl L bppnudwt huwitigrygubph
witsfuipusts wuanwlipn’ hwsghwnt By bl wpuwhwbiglibpn.

wilidiliwgpughls  Juwpsngzning  wnlu wpnubUwnlbph, wprwpht
ghpuwnbusnuynittibph b Yuwgdwlbspuwnyaniiibph hbwn Luiyp wwguihngnn
bpenuhstibph uwwuwpljnu L dntifnnphhg,

- wpuwpht wfuwphh dnunpp nbwh husdwljwng uwhdwbwhwlyng
luwitintbph  Uhpwand, whhpwdbomnusu nhwjpnud,  dndinfungem L
dnbpunnphg,

- Hwutughunwljuwt dhgudinnuaynditibn, Yuawynerhlubph
Slwapnfunuiubph hbwn Apunygud:

8. Uwwhnyt hundwlwpgbph Lppwnwlut dpwgpughl hulignygltph
tugusplnudp’ hugphwntiGng bl wgwhwliglilipp,

- hwidwhwpgbph prinp Snwapuwght Supwhwdwlwpgbph, odwlinul
dpwgpuwhl dhenglbnh, wprnwphi Gapunbugnipnitiuph bl wjwibph

thn fustauludwt dhenglibpp ubiphuliEph
pipdprpuljdwuliugh tnwljustagun phipwlutigbp whulynud, wibhpudtznngs
wite nEugpnud, dhguwidunueniilpwndwgnl,

umd_qunLra-_|u.|T.|Llﬂ:-mhlighn[rmlnlpjwh-.uml.uhnl.{nuj, hsuybu Ll
dpwgpwinpdnn  hwlignyghibph $Fnitlyghntieg  thnchafuniganiu-tbph
| Bipuuplynud, Yuyywdwliiznmgnilibphhuw)utiwpbp-dul,
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lugruwmmhpf‘npwphlmL[ﬂwi‘_lnnngmuj'thUthhhphhhm
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wrnphpwlinhlps,  plgwbubol,  Spwgpuwdnpignng huiigrygltph
Prubslghnbiwg thnihnfunuys niitibph Glpwplynud:
9. buwwnwpb) hwdwlwpgbph wuitibiph wpwppbinwlut wiphuhyuifnpnud L
| whpudbaunnuewi nbwpgnud mfjwitibpp yanuwlyutignud:;
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