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hwdwp
i}
72261160/1 Tpwgnuwiht wwywhnddwt uywuwpldwt dwnwinipiniitbn npwd | 36 000 000 ]
I
e Shjuthjuwlwt punipwghpp’ Sku Cwybwénud o
2. 72261160/4 Opwapwiht wwywhnddwt uwywuwpldw Swnwgnie niuubp npwd 1200 000 1
Skuupjulwu punipwghpp’ Stu Cwybpjwénud
Ownuynyayul Junpnigdwt dwdlybyppp
Ubhqpp Udwpipn
MNuydwiwghpp nidh Jbg diptibyni opp 20.12.2020p.

Lwijbpwd

Quithwpwdhu 1
Eiaywpnuwyht junwdwpdwt hwdwhwpgbph spwopwiht wwywhndwt vywuwpldwu L
JEpwunpngdwt swnwjnipjnituiph qudwu

«&& puwlsnipjut whnwlwt nbghuinpy b «&& pnpnnutiph nbghuwnp» Elehupntwgh Yunwwpdwl
ntintywinduwlwt hwdwlwpgbpp twhwnbudws bt << nwpwdpnud ptwldnn << punwpuwghubinh,
wpunwuwhdwlywt  bpypubiph  pwnwpwghttiph, << pwnwpwghnupn unwgwd  wudwug, Llnud
puwlybint pnypnynyenit niubignn wbdwug, thwiuunwlwuh Ywpqudhbwl nditignn wudwlg, dblhg
wyblh pwnwpwghnipiniu niubgnn wbdwlg, hlugwbu uwl, pupwlwu hpwyntup niutignn wudwig
hwodwndwl  hwugtitbph, << wnwpwdpwiht  pwdwudwy, << punpwlwb  nwpwopubph U
puinpwinbinwdwutipp pungpynn hwugbtph bywpwgptiph wgjwiutiph Jwldwt b nputg htin funwpynn
gnpdwnnyrubph hpwywuwgdwu b unwywpdwl hwdwp:

«&& puwlsnpyut whnwlwu nbghunp» b «&< punpnnutiph nbighuwnps EiGhupntwihu junwdwpdwt
hwdwlwpgbipp pwnugwsd tu Yhunpnuwywl nbghuinphg U nwpwdpwiht nghunpubiphg (nGnulwu
nbghuwnputinhg): <wdwlwpgbpp qupynd Gy << opbiipny uwhdwdwd whnwlw |hugnp dwpdup' €<
Nuinhlwunyejwu wuduwapwiht b yhqubph upsnipywt Ynndhg:

Stnwlwu nhghunpubph  Ywnwywpnwp  ppwlwtwgdnd £ << Nuinhjutinggwt wldbwgpwipt U

Jhquiiliph Jwpsnipejwt tnwpwdpwiht pwdhuttiph Ynndhg:

«&& puwlsnipjwt whnwlwy nbghunp» b «<< pwnpnnubiph ntighunps  hwdwlwpgbiph widwiubiph
hupbpp wWwpniuwynd GU°

« ££ hhu udnigh, Unyuwlwbwgdwu pwpwnh, YEbuwswihwlwt nduiubipng wuduwgnptph, twdthnpulw
thwuwnwpenrbinh Lywubp:

- Uuap hwunwnnn hwunwpeneh hwdwnp nhdwd wudh (nuwblupp (Wuwsd 2007p.):




. << wwpwdpnid  puwyynn’  dwdwuwlwynp  Yugnyejwlt - pwpnn niibignn wpunwuwhdwbjwl
punwpwghubiph wyjwiutip:

» Upunwuwhdwund pwlynn <€ pwnwpwghtutiph nijwubn:

« L&—nud puwyynn thwiuunwlwuubph ndjwubn:

« <& wpuwpht  gnpdtph,  wpnwpwnwoniewl,  woluwnwiph b unghwwlywb - hwpgbph,
Wwonwywunyejwl bwhuwpwpnieinutbphg b wbnuiwu huptwywnwywpdwl dwpdhtbiphg unwgynn
tndjuiubp:

« Lhwnwfungnipywl dbg gunuynn b qupswywt hpwlwfuwfunnwubip gnpdwd wbdwbg ndjubn:

« L& nwpwdpwiht pwdwudwu <€ puwlwywinpbph yepwpbipju) ndjuutn:

« < punpwwnwpuwdptibiph b punpwntnudwubiph yepwpbinw) tndjwiutin:

« Cwyogwndwl hwugbutiph (Jwpg, hwdwjup, puwlwduw)p, thnnng, 2tup/tnind, pwlwpwu) wndjwiubn:

«£& puwlsnipjwt whnwlwl nbghunp» b «&& punpnnubiph nbghunp»  hwdwlwpgbiph hhduwjwu
tupwhwdwlwpgbpp W $niuyghnuw] pwnwnphsutipt Gu’
- £ pwnwpwghttiph wuduwaptph wpwdwnpdwt gnpdwnnypubipp hpwlwlwgunn upwhwdwlywpgbn’
- Lnp wuduwagph gpwugnud
- Utduwgph thnfuwtwynd
- Utdtwgph Juybpwlwunyejuwl dwdybinh tplwnpwgnud
- Uuduwaph nsuswgnid
Uuduwgnpp wudwy dwlwsnud
. quwgwghbhnh puwn pwlnipywt Juinh hwoqwndwt tupwhwdwlwngbp’
- &< pwnwpwghutiph L onwpbynw pwnwpwghtbtiph hwaywnnud
- &€ pwnwpwghtbiph b onwpbiynw pwnwpwghutiph hwyjwnnuhg hwunud
- &L pwnuwpwghubiph b onwpbynw pwnwpwghutinh hwydwndwt ndjuiutiph thninfunieniu
Pwhiunwlwutbph  nduiutph dowldwu b dwdibnpnulwt hwunwenpliph - npwdwnpdwl
anpdwnnyrutpp ppwlwtwgunn Gupwhwdwywngbp
Cwupwihtu dwnwjnyeyniulbinh hwdwpwuhgh gbubpwgdwt b npw htn wnbigynn gnpdwnnyputinh
Yuwnwlwpdwu Bupwhwdwlwng
« <L pwnwpwghwlwl wlwnbph gpwugdwt pwdhtutiphg unwgdwd ndjuiubiph (dunun, hwjpniejwl
fwbwsnud, Jwh...) Jowydwu b whnnbghunpnud gpuugdw Bupwhwdwluwng
» Uhtisl 16 wnwpbywl wudwug, owmwpbipypwghutiph, ppbwlwunwpnnulwt hhduwplutiphg unwgynn
njuiubiph dwydwl, hwodundwl b whnnkghunpnd gpwugdwt upwhwdwlywnpg
Upwawgwd Ybpwnd wpwdwnpdnn  wudtwgnptiph L Unyuwlwtwgdwu  pwpunbiph  Jepwpbpjwg
wwjdwuwagnpbiph dLwybpwdw, ndjuittiph Jowlydwt Bupwhwdwlwpg
£< pwnuwpwghnipntt unwgwd  wy]  whunnyegniubiph pwnwpwghubph  nyjwiubph  gpwlgdwd,
hwodwndwl U Jowlydwl Bupwhwdwlwng
« Ynpgpwd  wldtwgpbph  wduiubph  dowldwt b wngwtg UUD  wbnbwndwlwl  Yaunpnupt
wnpwdwnpbint gnpdpupwgubpp wwwhnynn tupwhwdwlwpg
= Upgbqwd b ufuw) nipdwd wuduwgpbinh nfjuiubph dowldwu Gupwhwdwlwpg
» SYjwubph unnigdwt Bupwhwdwlwpg
- htwnwluniqdwu dbg gunnugnn b Jupswlwl hulnnnipjwt tnwly guintiynn wudwlg
nywiubinh Jowyn bW wuhpwdbion owipwwnhy huhynnnipjuu hpwlwlwgnd
- Owwpbipypw whunngegnubpnud € wuduwagpbiph Juybpwywuniyejwl ingjuiutiph
dowlynud
» Pwunwpenrbinh gpuugdwt W wipwdwnpdwi pnyugniegniuubph dbwybpydwt Gupwhwdwlwng
« Uuduwapbpp b éwdihnpnwlwt thwunwenebph Yeunpnuwgdwsd nwywapdwu Gupwhwdwlwpg
» «&& puwlsnipjwl whnwlwu nighunp» hwdwlwpgh b YEuuwswihwlwu indjuiubpny
wudlwgnpwiht hwdwlwnpgh hwdwlygdw Gupwhwdwlwpg
- Cwdwlwpgbpnud thnthnfudnn wnidjuiutinh W gnpdnnniginiutbiph (nguynpdwi jugdwytipudwu b
hpwlwiwgdwl bupwhwdwlwpg
= YEuwnpnuwlwt b inbnwiht pwqwubph inyuwlwiwgdwu Gupwhwdwlwng
« Odwunwl bupwhwidwywpgbn'
- wnwnppbip mhyh Jhtwwapwlwu ndjuwiubph unwgnid, Yapindnieniuulbn b



wdihnthnuiubp
- Yhuwnpnuwlw wnjwiutiph htupnu wUhpwdbpunnipyu nbypnid, pun
hwdwwwinwufuwl pnyunynipiwl ndjuiutinh thnihnfunud b gnpdnnnijul
(nguydnpnid
Cwdwlpgbph  wwppbn - $nilyghnuw  dimintinh hwuwUbhnejwl, hwdwlwpghg oguynnubph L
wnihthunpwwnph hpwyniupbbinh, penynynypjniutbph b uwhdwlwhwynudutiph Yuwqdwlbpydwu b
Jtpwhulydwu Bupwhwdwlwng
- Stmtlwuputiph b hwadtinyniegniutbiph Yuaqdwynpdwl U wpnwddwu Gupwhwdwlwng
- Puwlnipjwl unp hwugbubph Yuqiwdnpdwt b hwunwndwu Gupwhwdwlywpg:
- Uj| gipwinbiugniuubiphg b Yuqdwytinynieiniuttinhg unwgynn hwngnuiubiph uywuwpldwt b ndjwiutinh
thnfuwtwlydwy dpwgpuiht Bupwhwdwlwngbin b web ubpyhuttin’
- Ul - €€ nuinhlutinipjwt nbntjuwnywlwt Yeunpnu
- U4 - €< nunhlwtnuejwt dwlwwwphuwjhu nuinhluwunieintu
- Udd - Udd uwhdwuwjht Ybwbp
- UdY - £€ nuinhlwunipjwt Gplwth Jupsgnipyntu
- Udd - Ulo
- Uddy - USL
- Udd - PYUS pwdhuutip
- Udd - MY
- Udd - “uNre” inbinbywndwydbpndwywt Yaunpnt
- Udd - LY
- Udd - wduusre
- UdY - Lnunwpwlw gpwubljwyubip
- Udd - Uhgpwghwjh Yndhwnk
- U4 - << Yhunpnuwlwt pwtly
- Udd - Hwynghunwphw
- Udd - €< Jwpuwiht Jupsnigjniu
- Udd - L1C MY
-Udd - E4BLS
- Udd - dptwybinynd
.« < punpuljwt nwpwdptbinh b nbnwdwutiph uupwagpbiph Guwynpdwl b ubipdniddwl
Gupwhwdwlywpg
- Cuwn punpwinbnwdwutiph << punpnnutiph nghuwnph unwgdwu bEupwhwdwlwpg
« Cunpugnigulutiph unwgdwt U nywgpdwl tupwhwdwlwng
« Cwughtbiph bywpwagptiph dywydwl, wwhywudwl, wudthnihwantiph unwgdwu
Gupwhwdwlywpag
- Eunpnuwht wppbip dLwswihtiph puinpugniguyutiph unwgdwt tupwhwdwlwng
- Opbupny uwhdwtdws jpugnighs punpwgnigulutiph widjwiutinh dowldw b duwynpdwu
Gupwhwdwlwpag
- Lpwgnighs punpwgnigulubiph unwgdwt b viywagnpdwl bupwhwdwlywng
- Cuwpnih ndjwiubph npnbdwt U nhinwpyiwt Bupwhwdwlwpg
Cwdwlwpabipt wptuwwnnw Bu dheghpwinbuswhwl gnpuy gwugnyd, wnwbduwgdwd Yuununhubipny:
Fuwdwunyd® €< nunhlutnggywl wudtwgpuih U Uhqwubtiph  Jupsnipgniunad juqdwynpdwd |
njwiubiph  Yeuwnpnt, dwdwlwlwlhg  nbuthjwlwl hwgtigwdnipjwdp, npunbin  nbnuiwdws  Gu
njwiubiph  hwupwwbwwlwl hiupbipp, uwwuwnplynn Spwapwiht wwywhnynwp, widnwugnpwu b
hwuwUbihnipjwl nbfuthfulwu b dpwgpwiht dhongubipp:
Stntwwnyneywt  thnfuwtwyndt hpwlwtwgynd £ hhduwlwund  CON  wbtutninghuwyny’
hwnnpnwlgdwt wnwbdhu gdtiph dhongny: Snpdwnuwljul dwlwpnwyny ndjuibiph thnfuwtwynudu
hpwlwlwgynd £ Http/Https L Ftp wpdwlwagpnugyniutitipny, SOAP unwunwpnht hwdwwwnwufuw’
Yhpwntiny TCP/IP thnfuwnpdwl wpdwlwgnnipjniu:
<< nunpywunpjwl wuduwagpuwiht b Jhquubiph Juipsniggniunid inbnulwyyby Bu njuiubiph dywldwl
tipkip Yuwnpnuubn, npnughg Bppnpnp’ Yewnwjhu Jpwlwugudwu wndjuutiph Yhunpnuu .
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Syjwjubiph Yauwnpnunwd nbnulywydwsd &'
dwupwpbnudwdnipjwt hwwuwpwlzndwl vwpph b bEpfuniddwl
YJuwufuwpgbdwu hwdwlwpgbn, 3 ophuwy (Apache ubipdtp, Snort inbintlywnynyejwt
hwjntwpbpdwt hwdwlwng),

«  Spwgpwiht ubipdbpubin (windows ubipdbip 2012 R2, 1IS utipytip, Rsyslog
utipytin), 3 ophtiwy

« wndjwubiph huph ubipybn (Oracle 11g Release 2, Red Hat Enterprice Linux 6,
Rsyslog utinytip), 2 ophwly
gwught Ygywd ubpybipwiht wwhnwwnwynpdw (NAS) T uwpp’
nbnblwdwinjwuubph YEunpnuwgdws hwjwpwagndw hwdwp:
Oracle Weblogic Server 10.3.6
Uwwhndbnt huspwlwnnigwdpnud Ynubhgnipwgnud b piintigpugnad, npuybu J2EE hup Oracle-h
duwgwéd dpwagpwjhu dhongubinh hwdwp, npnup wbnwnpdws bu hwdwlwpgned
Oracle Enterprise Cloud Control 12¢ r3
Gpynt Yuyptinp, Oracle-h dpwagpuwjht dhongubtiph Ywnwdwpdwtu dhowdw)p, hubpwlwnnigwdph
gpwbplwhwt  Yuwnwdwpdwt  hwdwp, npt nwh  hunbgpugdws  Jbp ubpdbp b deubgdtuph
pwqdwdniuyghnuw) dhowdwyp: Uptuwwnnud k tep port-ny  (CloudControl-h dhongny Ywwnwpynud £
Oracle-h  hubpnunmigwéph nne Ywnwdwpnuit nt dnpwnphtgp, uljuwd wduiunh  hGuptbiph
dbubigdtiuphg Yipowgnpwé Dataguard-h Ynubhgnipwghwubipny b dbubodbiteny):

Active Data Guard 11g Enterprise Edition

Data Broker-h Uniubphgnipwgnud® hhduwlwtu Ywjph wdjuiubiph hbupp, npwbiu Primary Database
nbwhlwgynud £ Backup Yuyph nndjuiubiph htupnud: MGwyhlughwt fuwnwpdnd £ nbiw) dwdwbwynud:
dwdwlwlhh guwilwgwd wwhpt, Backup Ywjph wndjuiubph hGupp hwunhuwund £ Primary Luyph
Database-p 6hpunn hghlwlwl Ypluophwlyp, npp guuynd £ read only -p nbdhdnud b Ywpnn £
wlhwnhywgyby Glubing huppnlwnnigdwépnud wnlw fuwthwudwl hwnndy ugbwputinhg:

Active Data Guard 11g Enterprise Edition Failover scenario configuration

Data Broker-h ‘Failover’-p Unudpgnipwgywsd t, flashback wnbjuuninghwh hhdwt dpw: unbndfwsd £
flashback [nquinpnn hiup, npp nhtwdhy pwpdwgynud £ Database -Lph Ynndhg, ypwph nbwpnud,
wuhwwwn, wjuutph htuptiph nbpbpph hinnfudwt tywwwynd: Ypwpwht phpwdhtwlubipnud
wnwiubph  hbuptph nbpbph  thinipnfunyegniup uwnwpdnd £ uyppwnutph dhongnd:  “Hapkipp
hbinwnuwnpa Ypwlwugunudp Yuwnwpynud § switchover inbfutninghwih dhongnd:

Uwnbindyb) Gu tpynt huptp' dehwlwu hbup hwdwlwpgh wdbt Yupnud® gifuwdwund primary, huly
djnw Yuypnud physical standby ntidhdnwd, npnup dpdjwtg dhown Ypluoppuwlu Bu L upufupnuhqugynud
GU owpniuwlwpwn' wuhtfupnu nwppbpwyny: Failover-p Uppwnbifh £ dhwyu physical standby dwunud,
pwuh np nbpbpp inthnfudwt wuhpwdbannyeniu Yw dhwyt primary htuph wuhwuwubhnigjwu
nbwpnd: Ypwpuwht ppwyptwyh Yupgwdnpnuhg hbinn primary htitpp unwudund £ physical
standby-h wwpuwlwunygnwiubp, hushg htitnn uunud £ uptfupnuhqugyti twlulyhu physical standby
ubplwyhu primary htuph htiwn, uhtufupnuhqughwt wywpuybinig htinn Yuwwnynid b switchover, hush
wpryniupnud hbupbpp yapwwugunud Gu hpbug unyt Yupguyhtwlyp:

Cwdwluwpgnud nbnuluwpwsd dpwgpwiht dhongublipt U’
DB Server
RHEL 6 update 4
Required Packages for Oracle:
binutils-2.17.50.0.6
compat-libstdc++-33-3.2.3
compat-libstdc++-33-3.2.3 (32 bit)
elfutils-libelf-0.125
elfutils-libelf-devel-0.125



gee-4.1.2
gec-c++-4.1.2
glibc-2.5-24
glibc-2.5-24 (32 bit)
glibc-common-2.5
glibc-devel-2.5
glibc-devel-2.5 (32 bit)
glibc-headers-2.5
ksh-20060214
libaio-0.3.106
libaio-0.3.106 (32 bit}
libaio-devel-0.3.106
libaio-devel-0.3.106 (32 bit)

libgce-4.1.2
libgee-4.1.2 (32 bit)
libstdc++-4.1.2

libstdc++-4.1.2 (32 bit)

libstdc++-devel-4.1.2

make-3.81

sysstat-7.0.2

Oracle:

wls1036_generic jar-Weblogic Server

em12103_linux64-Enterprise Manager Cloud Control 12¢
linux.x64_11gR2_database-Oracle 11g r2 database enterprise edition

Application Server

1.

2.
35
4,

Windows Server 2012 std 64Bit, IS Server
Oracle 12g R2 client
Visual Studio 10(10.0, 2010) X64, 64Bit
Folder #AVV_WCF (Project)
AwvServerHost - References
- BPRServicel ib
- System
- System.Core
- System.Data
- System. Data.DataSetExtension
- System.Deployment
- System.Drawing
- System.ServiceModel
- System.Windows.Forms
- System.Xm|
- System.Xml.Ling
Imported namespaces:
- Microsoft.VisualBasic
- System
- System.Collections
- System.Collections.Generic
- System.Data
- System.Drowing
- System.Diagnostics
- System.Windows.Forms
- System.Ling
- System.Xml.Ling

- AvwServicelib - References
- Oracle.DataAccess
- System
- System.Configuration
- System.Core



- System.Data

- System.RunTime.Serialization
- System.ServiceModel

- System.Xml|

- System.Xml.Ling

Imported namespaces:
- Microsoft.VisualBasic
- System
- System.Collections
- System.Collections.Generic
- System.Data
- System.Drowing
- System.Diagnostics
- System.RunTime.Serialization
- System ServiceModel
- System.Ling
- System.Xml.Ling
Clients
1. Microsoft Windows XP SP3, Ms Windows 7
2. Oracle 11g R2 Personal Edition
3. Visual Studio 9(SP1 9.0, 2008) X86 32Bit
4. Folder #AVV (Project) - References
- AVVS
- AxInterop.WIA
- Interop.Microsoft. Office.Core
- Interop.VBIDE
- Interop. WIA
- Microsoft.ReportViewer WinForms
- Microsoft.VisualBasic.PowerPacks.Vs
- Oracle.DataAccess
- Interop.OraclelnProcServer
- System
- System.Core
- System.Data
- System.Data.DataSetExtension
- System.Data.OracleClient
- System.Deployment
- System.Design
- System.DirectoryServices
- System.Drawing
- System.RunTime Serialization
- System.ServiceModel
- System.Windows.Forms
- System Xml
- System.Xml.Ling
Imported namespaces:
- Microsoft.VisualBasic
- System
- System.Collections
- System.Collections.Generic
- System.Data
- System.Drowing
- System.Diagnostics
- System.Windows.Forms
- System.Ling
- System.Xml.Ling
- Xml.Ling



Sujwiutiph YGunpnuwlwl htuphg ogunynud b <L puwlgnipjul winwlwl nbghunph YEunpnuwjw
wwwpwwnp  wbdbwgpughtt W yhquubiph  Jupgnipnip, wudtwapwiht b Jhquubph Jupgnigjwl
nwnuwdpwihl pwdhutbpp, wpuwpht gnpdiph  Uwjuwpwpnipjwl nbuwwunyzniuibEinp,
hjnugwwnnuniggniiubipp (Unin 145) W onipg 200 wy| gbpwwnbugniuutph b Juqdwybpuynigniubbph
nbnEjundwlwt  Swnwjnygniuubip,  npnug  hwdwp hwiwlywpgnd  Jywhywd U wpnubUnwihu
Yhpwnwlwt dpwgnuihu dhongubin:

Cwilwlwpgbpp opwlwl  uwwuwpyndd LU hwqwpwynp  hwpgnuubn huswbu  hwupwwbwnniejw
wpnubuwnubphg, wjuwbu k| wpnbplphg:

Cunhwun wndwdp hwdwlwpgtipp uptih £ pudwt 4 hhduwlwu onwlutinh, npnup Ywphp niibiu
uywuwnydwu W dnupuninphugh’
1. SYwiubinh hkuph onuly
2, Lbipluniddwt hwjnuwpbpdwt U dwiupwpbinujwdniejwl pupfudwu onuly
3. Upnwpht gwuguhu dhwgdwt b Gppnindwl onwly
4. Yhpwnuwlw dpwgpuwiht hwugnygh onwy
1. SYywubph htuph onuyh uwwuwpynid

1.1 Sdjwjutph hbuph uywuwpynuip wpnitwlwlwt gnpdplpwg £, wwhwugnu b wupunhwn L
wwppbpwlwu  dhowdnnipini’  wpwgwgnpdnipjw Yuinwpbjwgnpdnud,  fuwthwtdwl  huwpwynp
nbwptinh Yufuwpgbinud:

1.2 Sqjwiubph htuph onuilyp Yunnigdwsd £ bpynt hwugnyghg' wlwnpy b wwuhy:

Muwupy hkupp wlwnhy htuph hwjbwiht Ypluophtiwlu £, npu wupunhwn gqunuynud b uhtfupnu yhéwynud
wlwnhy wnjwiubph hiuph htan: Uju gnpdupugp unylybu wwhwunud § wlpunhwn b wwppbpwluwu
dhowdnnienit, pwuh np pwpdp nhuluiht b hwdwpynud gwilwgwsd ndjwih Ynpniuwn:

1.3 Uhwhy wduipbph  hbuph  huwpwynp fuwthwidw nbwpnud  wwhwugdnd £ wihwuwjwn
dhowinnienit, wwuhy htuph whnhyugdwt twywnwyny:

1.4 Syjwubph htiuptinp wniphnwynpynud BU inquiynpdwt hwdwlwpgnd: Uuhpwdtign £ wwppbpwpwn
unnighy (ngbipp U wpdwqwpb] gutlugws fuinph wnwowgdw ntupnid:

1.5 Syjwiubph hbupbpp  wwhnwwnwynpynd U wwppbipwpwn: Muwhnwnwdnpdwt  hwdwlwnpgp
unyuwbu Wwhwugnud £, wwppbpwlwl unnignudubip b dwutwghnwlwt dhowdnnipniuibn:

1.6 Syjwpubiph htuptipp wnbnwnpyws bBu Linux owbtipwghnt hwdwlwpgh dhowyuwpnud: Owtipwghnt
hwdwlwpgp wwhwuend £ wwppbpwlwt wypnbhjwlnhy dhowdwnnienit b wpunhww dnuphnnphta,
pbntywénipjwl htitnwghdp dbpwhulybne bywnwynd, huswbu bwl, wudmwaniejwl dhgngwnnudubiph
Guquwybpynud fungtith Yanbph huwyntwpbpdw b Jbpwgdwt bwywnwyng:

2. Lbphuniddwt hwyntwpbpdw b Swupwpbntjuénipyut pwyudwu onwlh uwywuwplnud

2.1 ULbplunddwl  huyntiwpbpdwu b Swupwpbntjwdnipjut - pwpfudwt  onwlp pwnluwgwd L 3
$hahlwlwl hwugnygllbinhg, npnug Ypw inbnunpywsd b Linux owtipwghnt hwdwlwpg: Uhgwywjpnud
woluwwnd £ pnuuénipiut pwiwtuwynpdul hwdwlwpg  HAProxy L Swnwjniejniuliin,
hwuwubhnipjwt,  wifuwthwunpjwt  wwwhnydw hwdwlwpg Keepalived, npnup  $niljghntiwg
wywhnydwt W dnupwuinphugh uphp niubu:

2.2 Onulp dby wy Ywplbnp $niighhwt tbpfuniddwl hwjnuwptpdwt U Ywubgdwu wywnndwin
hwiwlwpgt £ Snort-p: Ywhujwd  wuyunwgnipiwt  dhgngunnudubinh L hwdwlwpgh punhwunip
swpniwwlwlwy  dnuhinnphugh  nhulwiht  wbwhqubiph  wpryniupubiphg, Snort-p  danwlwl
ynubhgnipwgnudubiph b Yuuntutiph dpwgpuynpdwt wuhpwdbpunigniu niup:

3. Upnwpht gwgwiht Shwgdwy b Gppnindwl onuly
3.1 Wu onuynd gnpdnud  Bu  bppninhgutip, npntp  wwwhndnd - B fugp nwnpwdpuwihl

unnpupwdwinuiubph U wpnwpht  gipwnbugnipgniiiiph - hwn: Gpeninnudp Guwadwybpyws £ 2
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hwjbjwiht  Ynubhgnipwgnud  niutignn  ppeninhgutinhg,  npnughg  gwulwgwd  dbyh  htin fuunpp
wnwowbwnt nwpnud, tupwlwnngywdpp 2wpwniiwlynud £ hwuwubh duwg: Uu onwlp Yuwnwpnud £
uwl Firewall-h nbpwlwwwpnud: Shpwnwd U Ywuntubp, npnup vwhdwlwhwyndd U wpnwpht
wotuwphh  dnunpp  pbyh  hwdwlwpg:  Onulh  uywuwpynuwp  Gupwnpnd £ wpnitwlwlwl
dhowdwnnugyniiiip,  Ywiudwsd  Yuwninhubph  dbwihnfundubiphg:  Gpeninhsubpp - unyuwbu - niibu
dntuhwnnphugh wuhpwdbonnieniu:

4. Uppwnwlw spwgpuyhtt hwugnygh onwlh uywuwpynud

Sjwiuph  Ytuwnpnuh  Yhpwnwlwt  dpwgpught onwynud gunudnid Gu 3 Yhpwnwlwl  dpwgnwihtu
hwugnygubin, npnup wpfuwwnd G Windows Server 2012 owbtpwghnt hwdwlwpgny: Mwhwugynud £
pwpdpnpwl dwubwghnwlwt ywppbpwywu Jepwhuynd, wuhpwdtunnipjut nbypnud dhgwdnnieniu
L pwpdwgnud  wudnwgnipjuu b $niiyghntiw]  Yuwnwpbijwgnpddwt  tywwnwlyny,  htgwbu - twb
Spwapwynpynn hwugnygubinh $niulghnuw) thnthnfunyyniiiinh Gupwpynud:

4.1 Yhpwnwlwl dpwapwiht wwwhnynudubipp wotuwwnnud G 11S(Internet Information Services) Jbp L
windows service hwugnygubpnid; Mwhwleynd £ dwubwghnwlw hdwngggmu Ynubhgnipwgnudubiph,

wpnbhjwlwhwubph b wuwhuhlwh Gupwplbine hwdwn:

42 «£& Puwlsnipjut  wbnwlhwlu  nbghunpy b« Cunpnnutiph nbighuwnps  hwdwlhwpgbipp
pwqdw$niuyghntiw] b pwgdwidnnnyuwiht hwdwlwpgbp Gu:

Wu hwdwlwpgbph Yppwwluwu dpwgpwit wwywhndnuip pwnyugwsd £ 25 Bupwhwdwlwpgbiphg
(ubpwnyw) LN< hwdwp dowlwd dpwgpuwiht dhongubipp), wy| gbipwwntusnipniutiph hwn wndjuiubiph
thnjuwtwldwu 10 web ubpdputibphg L pwqdwehy odwunwl Spwgpwiht dhgngutiphg, npnup
wwwhnynuw! B €< puwlgnipywt whnwlwt nbghuinph, £ puinpnnubiph nighutnph b wdtwgpwht
Swnwynueyniuttiph gnpdtpwgutph wwnndwn Yunwdwpnudp:

5. Chduwlwlu wwhwugubp

5.1 Uwwhnyty «£< puwlsnigjuu whnwlwt nbghunpy b «&L punpnnubiph nbighunps Eialunpnuwht
Ywnwlwnpdwt hwdwlhwpgbph pninp hwtgnygubiph” wbfuuthlwlwy, Ywnnigwdpwiht b dpwapujhl
wywhndiwt  uywuwpydwt  gnpdpupwgubpp: Uwubwdnpuwbu'  pninp tupwhwdwlwnpgbph
wlfuwthwlt  wpfuwwnwupp,  wiuhpwdbynnpywt nbwpnd,  owbipwwhy  Yhpwyny L pwpdp
dwutiwghunwlwt Jwlwpnwynyd Yuwwnwpby dpwgpwiht thnthnfuniegniutin® fuwdws wudonnuesyniuubinh
L upuwiubiph nuiprdw, huswbiv bwb, wudtwgpwiht dwnwjnieniubinh gnpdpupwgutiph pwpbwydwl
wnwudpu hwpgbph (nddw htwn,

5.2 Uywhnytp nuwiubph YEunpnuh punhwungp $nislyghnbwinuyejwl, pninp pwnwnppsutiph hnwwih,
npwlyjw| wotuwinwlph uinngnud b nhwgunuinhlw.

5.3 Uwwhndb, wjuiubph YGunpnup hwugnygubph wypn$hiwlnpbw, hwugnygubinh wofuwwnwuph
guwhwwinid, ubippht  Gupwhwdwlwpgbph  pwnwnphsubpp b dbjuwuhgdbph $niuyghnuwiniew
unnigntd.

5.4 Uwwhnyb| ndjuiubph Yeunpnuh hwugnygubiph dholt Ywuwbiph W huwnbip$bjubinh wpn$hjwlnhluw,
dpwpywsd Yuwwbtnh b dwiniuubiph hwjntwptipnud b ghndinfuncd.

55 Uwwhndb wdjuiubph  Yeuwnpnuh  Jbpwpbpjw)  funphpnwandnigjwt opwdwnpnid - ubpppt
uwuwnldwt wudtwlwqdht b oginwgnpdnnubiphu.

5.6 Sqjwiubph Ytuwmpnup thtYwhd dniuyghnuwinipywt b qupgugdwt hwdwp wnwownplynipniuttpp
Yuagdnud b hhduwynpnd” wywpwnwiht b dpwgpuwjht hwugnygubiph dnnbipuhqughwih b thnthnfudw
Ypwpbipjuil.

5.7 Uwwhnytip mfywiutiph YGuwnpnuh ubpybpwiht dhowywph, dpwgpwiht wwywhnydwl, ndjuutinh
thnjuwuwlydwu  Ynpwnpwinhy gwugh, wnuiubpp  wwhwywudwt  hwugnygubph  wofuwnwupwih
wdpnne  ghlyh  nbYwdwpnud,  tbpwnbnd’ wwtwdnpnd,  dowlynud/dbnp  phpnud,  ubipnpnod,
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uywuwpynui/ninBlgnud,  dnnbipuhqugnud,  puswbu  bwl  wubhpwdbpnneiwu nbwpnd,  npwg
hwugnygutiph swhwgnpdnuihg nnipu plipnud.

5.8 Uwwhnyb ndjwiutiph Yauwnpnup wbfuuhuiuu b wbfuuninghwlwu nhulitiph, npntp Juwyws Bu ng
hnwwih wbfuuninghwubph Ywd Juwn hbnwhwnnpnwlgniewt dwnwjnienitutinh ogunwagnpddwl hiwn,
wpwg b dwdwuwyht nbnblwnynpjwu npwdwnpnud nduiutph Yeunpnuh nBlwdwpnigjuwin b
wnwownpynipyniibph dLwybpwnut® npwug Ybpwgdwu hwdwn.

5.9 Uwwhnyb| myjwiutiph htupbph wifuwthwy wouwnwupp hwayh wnubng hbnbyw) ywhwgtbpp.

- wpwgwgnpdnipwl Juunwnbwagnpdnud

- fuwthwudwt huwpwydnp nbwpbph ywufuwpgbnu

- wdwitbinh htpbiph wlnhy U wwuhy ppph thnpnfuniewt pupwgpnd ndwtinh
Ynpnwinp pugwnnid

- wuhpwdbpunnyzjwl niwpnud ndyuiutiph, winphy b ywuhd hbupbph uhtfupnt
Ypyuoppuwlydwl Jpwlwugunud, hEuptph wlnhdugnud

- inyuiubiph hupbiph wninpunwynpdwt b nguynpdwt hwdwlwpgbiph uwywuwpynud,
wlhpwdbounnippul nbwpnd (nquiynpdwd nbnGywnynipjwt wpunwdnid

- wjwutipp hupbpp wwhnwwnwdnpdwt hwdwlwpgh uywuwpynod,
wuhpwdbpnnipjwu nbwpnd dwutwghunwwu dhowdnnyajniu

- Linux b windows owtipwghnt hwdwlwpgbiph uwwuwpynud, dnuhunnphla,
pEnujwdnipywl unnignud, wuynwagnipjwt dhgngunnuiubiph Juqdwlbnwnud,
Spwapwiht wwwhnyniubiph nbnulwdwt wwpwdbinpph huynad, funglbijh Yhnkph
hwjnuwpbipnud b ybpwgnud

510 Uwwhndby ubipfuniddwt  hwjpntwpbpdwt b dwupwpbnudwdnipjwt  pwptudwt  hwdwlwpgh
uwwuwpynud” hwodh wnubiny htnlyw) ywhwugubipp.

- 3 $hahwlwu hwugnygutiph, npnug Ypw nbnunpdwéd b Linux owtipwghnt
hwdwlwpgh dhowdwpnud wtuwwnnn pbinudwsdnipiwu pwwbuwynpdwt
hwdwlwpg' HAProxy, Unuhwninphug, wuhpwdbpnnpyut nbwpnid, $niulghnuw
dhowdwniypniu

- hwuwbijhnyejwl, dwnwjnuygniiubiph wufuwhwunewt wwwhnddwl hwdwlwpgh'
Keepalived $niulighntiw| wwwhnydwt dnuhwnnphtg, wiuhpwdbannyegjw nbupnud,
Inulyghntw dhowdnnieiniu

- Ubppuniddwt hwyinuwpbipdwt b juubgdwu wydnndwn hwdwlwpgh' Snort
ugwuwpynud, wpnitwlwlwt dnuhunnppug, Yepndniypjwt wpnniuptph hhdw
Upw Ynubhgnipugnudubiph b Ywunuubph dpwgpwynpnud

5.1 Uwwhnyb] wpnwpht guugwiht dhwgdwu b tppnindwt hwugnygubiph wufuwhwl wluwnwupp'
hwauh wntbiiny hbwnlyw| wwhwugubipp.
- nwpwdpuwiht unnpwpwdwunwubiph, wpnwpht gipwwnbusniygniiutph b
Yuqdwlbpwnigniuutiph hbn uwp wwywhnynn Gpeninpsubph uywuwpyned b
dnupwinphug
- wpwnwpht wfuwphp dnwnpp nbwh hwdwywpg vwhdwuwhwynn Yuwunubph
Uhpwnnud, wuhpwdbaunnypwt ntiwpnid, hnthnfunuggnit W dnuhuninphug
- dwubwghunwlwl dhowdwnnugnittip, juwuwninhutiph dbwgnfunidutiph htin

Yuyws

5.12 Uwwhnyby hwidwlwpgbiph Yhpwnwlwi dpwgpwihtu hwugnygubiph uwwuwpynuip® hwodh wnubing
htnlyw] wwhwugubipp.

- hwdwlwpgbpp pninp dpwgpwht Gupwhwdwlwpgbph, odwunwly dpwgpwhu
dhongubtinh, wpnwpht gbpwnbugnienitiinh hbn wndjuwiubph hnfuwtwlwdwl web
utipdhuttiph pwpdpnpwl dwutwghnwlwt ywppbpwlwt JGpuwhulnd,
wuhpwdbonnyejuu nbwpnud, dhowdwnnpntu b pwpdwgnud, wudunwgnpjwi b
bniulyghnuwnipyw wwwhnynud, huswbu bwl, dpwagpwynpynn hwugnygubiph
$nwlyghntwy thnthnfunigyniiubiph Bupwnynud, Yuwdws wubannieniutbiph
hwjwnuwpbpdwu, thnfuwtwyynn nfjuiutph Juqdh thnghnfunigjuwt, wojuwnwuph
pwpbjwddwu npnawlh futinhputiph hbwn

- lIS(Internet Information Services) Ukp L windows service hwugnygutiph 4Gpwhulynid,



Ynubhgnipwgnudubiph dntpwninphug, wypn$hwlnphlw, htuswbu bwl,
dpwapwynpynn hwugnygubiph $niulghntuw) thnithnfunyeyniubiph Gupwpynud

513 Uwuwhnyty << nunhluiniput  wudtwgpwyht U Jhquiubiph  Jupsniyejniunid  gnpdnn €<
puwlgnigjut whnwlwl nbghunp wdunniwnwgdwl  hwdwlwnpgh opewtwlutpnd dwldws unp
Gupwhwdwlwpgh  dpwgpwiht  Jdhgngutiph L wfjuubph  huph ninblgnd, npt wwwhndnud E
Puwlgnijuup wpwgqugqws  Yepwyny  wpwdwnpynn wudbwgpbph U tnyuwluiwgdwl  pwpnbnh
Yepwpbpul wwjdwuwagptiph dbwybpydwy, wnduiubph dowldwt b wdhnhdwt  gnpdwnnypltiph
wywnndwnwgnid:

5.14 Uwwhnyb €€ puwlsnpjuwt whnwlwu nkghunp b << puwnpnnubiph nbghunp bblunpnuwhu
Ywnwywpdwt  hwdwywpgbph - hpduwlwt b wwpwdpwihi  unnpuwpwdwunuubph  ubpybputiph,
wpfuwnwupwiht Ywjwitibiph, wwpwdpwiht unnpwpwdwunwubpnud gnpdnn dpwgpwiht wwwhnydwl
wlfuwthwt wauwwnwpp, ubpwnbing hnlyw| gnpdwnnyputnp.
- pwpdwgyws dpwgpwihu dhgngutinh ubpnpnud W npwig hwdwwwinwufuw
hwdwygnud ubpytiph dpwgpwiht wwwhndwu b hwpwlhg hwdwlwpgliph htin
- dpwapwiht wwywhnydwt ywppbpwlwi yepwpwpdwgnud
- nwnwdpwiht ubipybputipnud b juywiubpnd wbnwnpws EEGupntwhu
hwdwlwpgh Yuwd ubpytiputinh Spwgpwihts punwnphsutinh wwppbpwluw
Ybpwpwpdwgnud
- ubipdbputiph huynud (Unuhwnphtg) bW wnwowgws fuunhpubiph (niddwu
nwppbpwlubiph wnwownpnud
- unp Quywutbtiph L ubipgbiputiph Ynubhgnipugnud, wwwhnybinyg hwiwlygnuip npwig
b hwdwluwpgnud wnlw ubpdbpubph dhole
- ubipytiputpnud wwpniwyynn nbnEyuwnynyejwl dnuhnnphtig, wdpnnowlwinisjw
b wuunwugnipjwt wwwhnynud, indjwiutph wpfuhduwgnud: Jwubwdnpuwbi’
optijwu dbwuqudjw wdpnnowlwt pwpdwgnid’ wdpnnewlwt snbdwpwuh
wwhnwwnwihu Yphuophuwlynud (backup):
- hwdwywwwnwuuwl gnpdwnnyputnh Yhpwnnid, npnup Yuwwhnyybu Udd
wbntlwundnipjwl hwuwubhnyegniup dhwju U4 hnndhg uwhdwudws wudwig:

5.15 “wwwpby hwdwlwngbiph ndjuiutph wwppbpwlwt  wpfuhdwynpnd b wuhpwdbonnieju
nbwpnud wndjwubph Jbpwlwugunud:

516  Y“wwwpli hwdwlhwpgbiph®  wudtwgpuiht b Jhquubph  Jupsnyegniundd b inwpwdpught
unnpupwdwunuubipnud wnfw dpwapwiht dnnnyubph nintilignud,  dpwgpught pwpbwynuiutp L
hwjinuwpbindws ufuwiutiph ninnnud, hugwbu bwl, wwpwdpwiht pwdhtubphg unwgynn hwpgnuwutiph
Yonpwpbpjwy funphpnwwnynienit b owtipwinhy Yepwnyg gnpduwlwt dhwinnysnit’ wnwowgwd
fuunhpubiph NWSdwl hwdwp:

517 uunwinbi «<L Puwlsnigiu whnwlwl nbghunp» - Yhtuwswhwlwt ndjuwiubpng wuduwagptph
hwdwlwpqtiph hwdwygdwu dpwgpwihu dhgngutiph  ninbilygnid® hugp ubipwnnud £ thnfuwtiwlynn
wnjuiutinh ugdh b dbwgswihh huynad, htiswbu twl hwnuwpbpdwd wubynnyeniulitiph ninnoud:

518 Uwwhndb wy qbpwwnbusnipginiuibph hbin - wnguiug b wwppbpwlwl  nbnblwindnipjwb
thnfuwliwldwt dpwgpuwihts dhengubiph nintiignud' ptsp ubpwnnw b thnfuwtiwydnn ndyuwitiiph Guqih
b Guwgwihh hulynud, huswbiu bwl hwynuwpbpdwsd wusunngeniiutiph neppn:

519 Uwwhnybp  hwdwhwpgbiph  wwppbp - wwhngubipnd  wnlw  <wupwht Swnwjnyegniitibiph
Qwdwpwuhpubph U hwugbubiph  YpYunyegniubiph,  wuiubph  phuniejwt L wupnnyejniiubph
hwjwnuwpbpnd b jupgwynpnud:

5.20 Uwwhndty << puwnpnnubph  nbghuinph  hwdwlwpgh nintlgnud®  husp ubpwnnd  k
funphpnwunynienit nbnwlwt  nbighunputipht U gnpdniu dhowdneiniu  punpwntnudwutiph
hwugbbiph  ulwpwgpbph  thnihinfunyeyniuutph  hpwlwbgdwt  pupwgpnud:  Stnbipnud Yuwnwpywd
thnthnfunippniulinht hwdwwwinwupuwt® Spwgpwiht nintiignud b hwyintwpbindwsd wudpnniegniiubph
nurnnud:
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et L Y LU U U L UL}UEUJL!.H[}UI"II’]_IJU[][]U:

5. Sqjwjubiph Ybuwpnuh EPBLnhyd Pnwilghnuwinygwt b qupgugdwt hwdwp wnwowplnpniibbph Yugdnud L
hhduwynpnud’ wywpwwnwiht b Spwgpwjht hwugnygubiph dnnbpuhqughwih L dinthnfudwt yepwpbpjug:
6. Uwwhnyby ndjujubph hbuph wufuwthwt wotuwnwupp hwodh wntbipnd hbnlyw) ywhwbobbinp.

- wpwgwagnpdniewl Yuwnwpbwagnpdnid,

- fuwthwudwl huwpwynp nbwpbph Juufuwpgbnud,

- nywiutiph hsuph wniphnwynpdwt b pnqwynpdwt hwdwlwpgbph uwwuwpynud,

Linux L windows owbpwghnt hwdwlywpgbph uwwuwplnud, dnuhwuninphug, pnbdwéniput unngnud,

wuywnwagnipjwl dhongwnnidubiph jugdwlbpuwnud:
7. Uwwhnyb] wpunwpht gwugwht dhwgdwt b Bpenindwt hwugnygutiph wiuwihwt  wluwnwlpp” hwodh
wnubiny hbnlyw| wwhwugubpp.

- wbduwgpwihu  dJuwpsniggniunwd wnlw wpnubunubph,  wpunwpht gblipwnbusniegniuuph b
Guqiwybpwnipgniuubph hin Juwp wwwhnynn Gpeninhsubiph uywuwplnud W dnuhwnnphlg,

- wpuiwpht wtuwphh dnwnpp nbwh hwdwlwpg uvwhdwbwthwlnn Yuunubph Ghpwnnd, wuhpwdbaunipjwu
ntwpnud, thnihnfunientu b dnthwnnphug,

- Jwuliwghunwlwu dhowdwneniiubp, Yuwwninhubph dbwdnfunwdutiph htin Guwwyws:

8. Uwuwhnyb| hwdwlwpabiph Yhpwnwlwt dpwapwiht hwugnygubph uwwuwpynudp’ hwodh wnubny hbnbyw)
wwhwgubinp.

- hwdwlwpgbph pninp dpwapwiht Gupwhwdwlywpgbph, odwUnwl dpwapwih  dhenguliph, wpuwphl
abpwwnbugnipniubph hbwn wdyuiubph hnfuwbwlywdwu dhongubph ubpdphutibph  pwpdpnpwl dwutwghunwlywl
wwppbpwlywt Yepwhulynd, wuhpwdbanngwlt nbwpnd, dhowdwnneniu b pupdwgnud, wiunwgnipjwt L
$niuyghnuwnpiwt wwwhndnwd, huswbu bwl, dpwgpwydnpynn hwugnygubiph $nilyghntiwg dinthnfunisinit-utiph
Gupwpynul, Yuwywsd wubrunnyeniuubph hwjpntuwpbp-dwl, thnfuwuwlynn ndjuiutph Ywgdh  ginthnfunyejwl,
wotuwwnwlph puwpbjwydwb npnawlh fuunhpubiph hbw

- lIS(Internet Information Services) L windows hwugnygubiph JGpwhulynwd, Unudhgnipwgnudubiph dnuhwnnphlg,
wnn$hjwlunplw, huswbu vwly, dpwapwdnpynn hwugnygubpp $nitlyghntw) thnihnfunieniiubph Gupwpynud:

9. Ywuwnwnb] hwdwlwnpgbph ndjuiubph ywppbpwlwt wpfupdwynpod b wuhpwdbonnpiwu nbwpnud ndjwiubnh
ybpwlywugunud:
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