to +500C.
116 Noremovable components,
111  Re-usable after appropriate deaning.

112 weighs less than 70 grams.

Electronic specification

1.13  Able to communicate with a Fixed
Monitoring Unit ar a Mobile Monitoring
Unit.

1.14  Not affected by sources-of narmal
ambient domestic electrical interference.

1.15 Requires minimum maintenance.

1.16  Battery fife of at loast 2 years, with a
system warning i it has kess than 48 hours
effective efectronic life.

1.17  Able to transmit relevant security
data {including unique i0, tamper
information, battery status and monitoring
status) to the FMY) once every 30 seconds
{preferably adjustable from twice per
minute to over once per hour),

Safety

118 Complies with afl European
regulations about mobile body-worn
transmitting electronics.

119 Operates within approved
frequencies available within the RF band.

123 Case constructed of
hypoaliergenic material.
1.22  Can be removed with normal

household tools in an emergency.

Physical Security

123 Able to'resist, detect and report any
tampering {Including unauthorised opening

of the PID, cutting of its strap, or replicating
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its unique ID}.

1.24 Al transmissions include a unique
electronic signature,

1.25 ThePID shall be equipped with a
fibre optic cable in the strap so any attempt
to cut or remove it will be notified to the
monitoring centre.

Consumables

1.26 The total number of straps provided
should be five times the number of PIDs. f
they are of fixed fengths, the Authority
should determine the range of sizes to be
supplied within this total number.

1.27 Aprice should be indicated for the
purchase of additional spare straps up to
five years after the delivery of the
eguipment.

Additional ltems

1.28 30 sets of tools for fitting and
removing PiDs.

item 20 PID Fitting / Removal Tool
General Description

This tool enatles field staff to fit and
remaove a PID to the monitored person’s
ankle. 1t may or may not be combined with
Item 4, the Mobite Monitoring Unit.

Physical characteristics

The Fitting / Removal Tool should be
capable of ensuring that field staff can
attach monitoring devices securely and
safely to the monitored person.

fter 3: Fixed Monitoring Unit (FMU)

General Description
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The Fixed Monitaring Unit fs positioned at
the location where the persen's presence or
absence is being monitored. it should be
capable of receiving signals from Personal
identification Devices and communicating
with the Monitoring Centre by connection
to the wired public teiephone systemi or
through a cellular network.

Physical characteristics

3.1 Displays the current time in clear
digital format.

3.2 Notobtrusive.
32 Does not show any name or lpgo.

3.4  wentification information requirad
hy the operator can be at{ached to the
underneath of the Unit.

3.5  Displays an identification number
and an emergency telephone number.

3.6 Can beinstalled without
| modification to the fabric of any building
and withaut inconvenience to the residents.

3.7 Asmall panei can display the date
ang time,

Electronic specification

3.8  Complies with all European
standards for Telecommunications
eguipment of this nature.

39  Operates from normal mains
electricity but can switch automatically to
aperate on internal backup power for at
least 24 howrs and should be recharged
within 12 hours of re-connection,

3.10  Able to cope with sudden surges in
mains suaply voltage.

3.11 Has a umique identity code
embedded in all electronic communications.

3.12  Able to distinguish between at Ipast
20 PiDs in the same location and monitor
them according to their separate curfew
schedules.
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3.13  Ableto detect each registered PID up
to a maximum distance of at least 150
meters in open territory,

3.14 Abde to store all events occurring
over a period of one month if
cammunication with the Monitaring Centre
is temporarily unavailable.,

3.15 The extent of the permitted zone
around the FMU can be set up to.a
maximum of 150 meters in open territory.

3.16 Able to détect and report any
tampering {including disconnection from its
power supply, movement to another
location and radio jamming).

3.17 The FMU should either be capable of
either displaying system and diagnostic
information on a discreet display or-sending
it on demand to a Mobile Monitoring Unit
held by a Field Officer.

3.18 The FMU is equipped with GPS chip
on-board to improve anti-fraud attempts
when trying to move the unit from the
offender's location.

Communications with Monitoring Centre

3.19 Can communicate with tha
Monitoring Centre using GPRS over the
GSM communications networks in Armenia,

3.20  Alternatively can be configured to
communicate with the Monitoring Centre
by landline connection.

3.21  Cen communicate regular status
checks to the Manitoring Centre at
programmed intervals up to a1 feast once
every five minutes.

3.22 Can store a record of 2l timed
system events for at feast two weeks,

3.23 Can upload this information to the
MC on demand or at programmed intervals.

3.24 Able to send data at all times about
all system events (including change of
power supply, damage to-the equipment, or
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i absence of the PID from the monitored
| @reaj to the MC.

325 f connected to the MC by the
domestic landline, an extension socket
should allow other devices to use the same
connection when the circuit is not required
by the FMU.,

3.26 enables the monitored person or
other person at the incation to cali the
Manitoring Centre or the emergency
services via a speakerphone or headset

3.27 The FMU has dual SIM sockets to
suppart two cellular casriers at the same
time. This feature adds communication
redundzncy to the monitoring center, in
case ane of the cellular carriers stops
warking or doesn’t have good ¢coverage in a
certain area.

Safety

3.28 Pressing a prominent ‘call button’
should enable direct voice communication
with the Monitoring Centreé,

Physical Security

3.29 sufficiently robust and able to resist
tampering.

3.30 Al attempts to move the Fixed
Maonitoring Unit or open the case should
register an alarm at the Monitoring Centre.

3.31 The FMU's current location via GPS
should be sent to the Monitoring Centre in
case it was moved outdoors,

Consumables

3.32 None required.

ftem 4; Mobile Monitoring Unit IMMU)
Gengeral Bescription

The Mobile Monitoring Unit is a small,
portable device capabie af receiving signals
framm  nearby Personal  idemtification
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Devices. It is used to check the location of
monitored persons without the need to
enter premises. It can also make checks if
the Home Monitoring Unit is temporarily
not working or has not heen properly
installed,

Physical characteristics

4.1  Easlly carried by a Monitoring
Officer,

4.2 Displays a unique identification
number,

4.3  Sufficently robust.

4.4  Should be able to operate in wet,
rainy conditions.

Electronic specification

4.5 Complies with alt Eurapean
standards for Telecommunications
equipment of this nature.

4% Able to detect all PIDs registered on
the system up to a distance of at feast 50
maters.

47  Able to distinguish between all PIDs
at the same lacation.

4.8 Has a battery life of at least 12 hours.

4.9  Should be able to identify the tamper
and battery status of any identified PiDs.

4.10 Can be recharged from a ‘cigarette
lighter’ socket of a car,

Communications with Monitoring Centre

4.11 Capable of communicating with the
Monitoring Centre by connection through a
mobile phone network.

Itemn 5: Satellite Tracking Device {STD)

General Description
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. This is a small, portable slectronic
device carried by the person whose location
is being tracked. The device recelves data
from GPS satellites and this is interpreted by
the system to establish the location of the
person. The device shall accept information
on the status of the PiD and send alarms to
the Manitoring Centre accardingly.

Alarms can be set to trigger if the person is
outside an ‘inclusion zone’ or inside an
‘exclusion zone” at specified times. The
device should be a singie unit with A-GPS
capabllity, coupled with G3M circuitry to
allow the device to relay location
information to a Monitoring Centre. The
STD should be compatible with the system
software in the Monitoring Centre,

Physicat characteristics

51  Notobtrusive to the subject or the
pitbtic.

5.2 Capable of displaying in a visible
position an identification number and an
emergency telephorie number,

53  sufficiently robust {including
resistance 1o humidity and water ingress).

5.4  Able to operate normally from -200C
to +500C

Security

5.5 Tolerant to radiation from magnetic
and electrical fields, including x-rays.

5.6 Able to detect and register any
electronic tampering, or replicating the
electronic signal, or its unique ID.

Elactronic specification
5.8 Fully CE compliant.

59 Able to store 48 hours of tocation data
in the event of fack of GSM coverage.

5.10 Capable of emitiing an audible or
vibirating warning to the monitored person
in the event of device maifunction, battery
requires charging, 2 location infringement
or a requirement to contact the Monitoring
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Centre.

5.11 Time synchronised with the rest of
the system,

5.12 Capable of continucus operation for
24 hours without re-charge.

§.13  Fully rechargeable within two hours
through rmains electricity or the ‘cigarette
lighter’ socket in a car.

5.14 Capable of informing the monitored
person when the battery is fully charged.

5.15 Capable of operating in a passive,
active or hybrid modes.

5.16  Capable of interfacing with industry-
standard electronic maps. Please describe
preferred electronic mapping solution and
include costs under this item if not freely
available.

Tracking performance

517  Accuracy with 3D GPS fix should be
better than 15 meters in open country,

5.18 Should have ‘Assisted GPS’
monitoring to provide rapid and accurate
location fixes.

519 Capable of "active tracking” in which
iocation data can be transmitted to the
Monitering Centre at intervals fram
between 30 seconds and 30 minutes.

5.20 Capable of "passive tracking” in
which location data is transniitted to the
Manitoring Centre at preset intervals or on
demand.

5.21 {Capable of “hybrid tracking” in which
the unit switches from passive o active
mode when a lacation infringement occurs.

5.22  Muitiple inclusion or exclusion zones
can be cireular, rectangular or polygonal
and can be scheduled independently of
each other. Margins for activating warnings
if a zone vioiation is approaching can be
separately set.
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Communications with Monitoring Centre

5.23 Anintegral modem should enable
the device to communicate with the
Monitoring Centre via the conventional
GSM celiular wireless network.

5.24 Able to provide a unigue identity to
the Monitoring Centre.

5.25 Able to transmit instant or
accumulated location data 1o the
Monitaring Centre.

5.26 Capable of reporting status updates
{including the battery staté} to the system.

5.27 Capable of showing text messages
received from the monitoring center.

5.28 Capable of showing schedule
remotely updated by the monitoring center.

5.29 Enables the monitored person to calt
and receive calls from the Monitoring
Centre or the emergency services,

Safety

1.305hould not emit harmful electronic
radiation.

Consumables

5.31 None Required.
Item 6: Monitoring Centre
General Description

The Monitoring Centre {MC) consists of a
Central Control Server incorporating
computer  hardware, software  and
peripheral  attachments necessary to
communicate with field devices and to
receive and analyse signals from them, Itis
programmed o continuously monitor the
operation of the system. It should display
and send messages or alarms for alt system
evants.

A suitably robust and secure sotution should
be provided to ensure continuous operation
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of the system in the event of serious
damage or inaperability of the Central
Control Server. This may be by a second,
identical, linked Central Control Server or
other means, The solution proposed by the
supplier should be clearly explained.

Physical characteristics

6.1  Asecure cabinet shoutd be provided
for one or both servers,

6.2 Uninterruptible Power Supplies {UPS)
should be capabie of driving each system
for 30 minutes in the event of mains power
failure.

6.3 A main operational workstation
should be supplied that sheuld have a
monitor (atleast 19 inch TFT screen) and a
printer/capier.

6.4  All power and relecommunications
feeds should be provided by the Ministry of
lustiee, including ~ if necessary - a secure,
high-speed link with the backup system,

6.5 A backup electricai generator should
be provided to enable continued operation
of the system in the event of [oss of mains

electrical power for more than 30 minutes.

Qperational characteristics

6.6  The user interface of the Monitoring
Centre should be switchable batween
Armenian and English languages.

6.7  Full operating instructions should be
supplied in Armenian and English.

68  Able to monitor at least 2,000
persons.

6.9  Usesaweb-based system accessible
by authorised personnet using a regular
internet browser. No speciatisad software is
required to operate the system.

6.10° Approved staff can register new
cases, specify and revise location schedules
and interrogate the system,
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[6.11 Capable of being accessed by field
staff using internet-ready remote handheld
devices {such as an Android device).

6.12  Able to initiate agreed responses to
all system events, including a range of a
visible and audible alarms depending on the
event of the vialation and the risk
assessment of the monitored person.

6.13  Ableto record and store all system
events and archive them for up to one year,

6.14  Time synchronised with the rest of
the system,

6.15 Capable of recording and displaying
personal infermation about all registered
persons.

€.16 Separate, distinet alarm settings
should be individually programmabie in
refation to the nature of the violation {for
example entering an exclusion 20ne at
prescribed times, loss of contact with a PID,
or damage 1o the equipment} and the risk
category of the person.

6.17 Abieto produce a pre-determined
range of reports covering the overal System
or individual monitored persons.

tlectronic specification

6.18 The main servers - including
necessary input and output devices - should
consist of readily-available components that
can be replaced by Ministry of Justice
technicians.

6.15 Al software should be loaded to
enable the system to be operated fully and
be backed up.

6.20 Licenses necessary for any
proprietary or retail software should be
paid by the supplier for the duration of the
maintenance and after-sales support
period.

6.21 The system should interface with
industry-standard electronic maps for GPS

Satellite Tracking.
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[_Svstem Communications

6.22 Able to communicate with upto
1,000 monitored persons,

623 Able to send data by email or text
message to Ministry of Justice personnel
including field officers and managers.

Satety and Security

6.24  Fitted with an alarm system that
should notify operators at the main
waorkstation of malfunctions in the MC.

item 7: Installation and Commissianing
Descriptipn

The Ministry of Justice will select locations
in Armenia for a pilot EM project. They may
irclude urban and rural environments. The
supplier will be required to install the
System  and  fts  components and
demonstrate to Ministry officials and others
that it will fully operate in these locations.

instalfation

7.1 The supptier should install the main
server and backup system at locatlons (not
necessarily within Armenia) agreed by the

Ministry of Justice.

7.2 Field units should be delivered to
focations designated by the Ministry of
Justice.

Comenissioning tasks:

7.3 Make any necessary adjustments to
ensure full functionality of the hardware
and software.

7.4 Ensure fully interfacing with local
communications systems.

7.5 Adapt the software 50 that all
operator interfaces can readily be viewed in
bath English and Armentan languages.

7.6 Provide operating instructions and




i Description;

Armenian - three hard coples and one soft
copy of each,

Demonstration

7.7 Showto Ministry of Justice technical
staff and senior managers how each aspect
of the system works.

Item 8: Training

During the Commissioning phase, the
supplier witl be required 1o provide training
for the Ministry of Justice project

team. This should enable them to
understand what they shouid do to ensure
that the system operates properiy at aif
times.

i
£
H

Courses;

8.1  Aminimum of 6 x 2-hour training
sessions should be provided for up to 20
Ministry of Justice staff.

B2 Thecourses should caver system set.
up, operstion, fitting and removal of PiDs,
FMUs and other systams supplied. Also
trouble-shooting and routine maintenance.

8.3 Manuals for these 5835i0ns should be
provided to the Ministry for subsequent
training of new sta#f

Item S: Maintenance and After-Saleg
Service

Description

Support should be available tg ensure that
the system operates as designed during the
period specified by the Ministry of Justice.

Minimurm requirements

9.1  The supplier should provide a locally-
based, Armenian-speaking system
maintenance and emergency repair service
that should be continuously available
{including at night and weekends) during
the operationat period. This should include




attendance at the Monitoring Centre within
one hour of being called by a senior
supervisor.

9.2  Throughout these periods, the
supplier should provide a telephone advice
service (in Enghish) from the manufacturer's
own offices that should be able to respond
within 24 hours.

93  The warranty and after-sales service
shouid last for designed operational period.

tem 10: $tatement of site requirements far
instaliation.

Description

Suppliers should include a full statement of
the physical and electrical requirements for
operation of their system.
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ACEPTANCE ACT

STATE PURCHASE CONTRACT FOR
PROVISION OF SERVICES OF
CONTROL OVER THE CONVICTED
FOR STATE NEEDS
No. ‘¥6bS-R L -15/01

c. Yerevan o
20

‘Fhe Office for Implementation of Judicial
And Legal Programs of RA Ministry of
Justice Siate Establishment represented by
its Director G. Khachatryan, acting on the
basis of the Charter {the "Chient"} on the
one hand, and SuperCom Lid, represented
by its President & CEQ Arie Trabelsi
(hereinafter referred to as the "Executor®),
on the other, have concluded this
Acceptance act (the "Act") as follows:

The Executor has dully performed and the
Contractor has accepted following works
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