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B. bptr.utt

grrr4tuump|rt4ndfrmhL,|r4brlu.$uurlnnBurprnnrrlupU't}nfluulrrrtr|,npSqnp6nrrlhllndhrnhh
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qirdrutr durlurtrurtlurd,Jgh:t, r.rJ*,ir**u[u*rtr tr uurh6urL{u& dr.gdl4br"ntrbpn{:

2.qnrlubr'hhFuq.nFLgLbnEb.l.qur.Sut{uIJnbGSnhLLbne
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,11 a,f ,1, u-1rt, uL h ur q ur 11 qn u'I qn n h u1 
1tr.b1 

ul uln ur p n rfrL

2.2.2 trunulnplrrrtr up4lnrLpb nr,|.l",t,ur* '}ttqpntg 
gtrrurupnq|rt.r r[6urpb1.{bp2|ru|ru {6uprlurL bLpul'1tu
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2.3. 1 altu m{frp **n,1'ti q-*r' *t'9u1 {6 ur pbln r frpbtr t{uptlutt
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2.4.2 a*ultrtutruqpn{ L,r}u,rmhu{ru6 4hqpbpnul r{6upb1 q,r;ilru,uqph 5'2 u 5'3 lhurbpn{ uufuur,rbur[u'

r.nnLldP h rnntquttPP:
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'hruptuphpntplnLtrtrbpp 
[upqu{npnr1

ffiufi;[ il 
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- 

nnntd'.. qulrluL*rqpfr tanqdhph'
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lwQbltlwt N 1

Lt q - +<aa P-21 /0 9 \wtllw qp n tl ulq I wu w qp lt

sbtuL h ququl PL nr'rduqhn - qLUUL duuul UquS nF33.

qt nr,tt UP1', qprtrntl
Lurfuurrnbu{rl6

dlrgurLgf'q

durbl4urqfrPP' Pum
quu

rluuur!uPqdurtl

hptur[bPn{

Lur[uurmhuLlu.rb

lurfruPrudLft
hutIuPS

$lrLulruu!rult
rlfr2ngLbP

Irufuuun buL{b1nt

rlbqpnLLi !nqLIbPlt
d[2Lr !UP{n11
htudLu dLulL uqP lr nLdlt

tlbg dLntrblnL

oprltuLlrg uluuub

B.bptrLlL,
Up2Lu!ntLlug 7

14800000
722611601506

urnuJntPlTuuhp

l. Unqli mhlu\rfr\ru\urh plimpurqflr hullurhurltr llhlrnpnhurl[tt
-.--1,,(,,,1, l,

huliur\urpqhpfr, hunftutr*pqi*rnr' ubpr{hfLhp}r bpurqpurl}rtr uuluruurp\riurh h

qurhqurtrilrutr bunur;nlplnflrhhph rlururmgn4p (tulunrhbm' Uquuruplnq) ulbmp

| \urmurplr Op*qp*; i't.r uuluruurplltiurh hhmb3 uri ur2fuurmtubphhpp'

1.1. r-rurqrfru\bpqbl r+ur4ruutnph \ndirmhnrd (ru3unrhhur. trnrf}rmh) l,rhp4pr[ub

L1b\tnpntnu3|rh hurdru\urpqbph' 4pruhg htutiurpn4 rlfr2ngtrhplr tr bpruqphplt

uqurutuP\nul.
1.2. Uqruhn{h1 trnrlirtnhfr L1h\rnpnhurlfr\i hurilur\uipqhpfr uhprlhphhp]t

oqbpurgfrntr hrurftu\rupqhph h bpruqpurl|rtr uquruurp\nni'

1.3. lrulnurpq uhpr[hphhp[r bpurqpu3]rh urqurhnrlttur\r (oqhpurg]rnlt

hurtlur\urpqbplr Linux ubuntu, centos)qurppbpui\urtr {bprupurpdtugnrr"f'

l.4.Uhp{hpthpnnlmh4ru4p{urbhlb\rnpn\nulfrhhrurlu\urpqhpir\uil
uhprlhphhplr bpurqptul]rh pur4ur4pirfrhplr qurpphpur\url-r dhpurpurpriurgnrr'I'

bpru qprul |rh pru qru 4llhttbpp urprurlur4ptlblnt btr \ndir Lnhh \nqdhg'

1.5. Uhp{hphhpfr hu\mrl (rintfrmnpirtrq)' ]r\r1qhu liurtr urnur2urgurb

fuhalrptrbpir lmbrlur\r murpphpru\Lbplr urmugur4pnid: Llnhlrmnpfrhqlt

hhurpunlnpmp3urh umhrlbnui h mpurilur4pmrl r-rmillnhir\r' \frpurn{nr1

ubprlbprulirhnhunrputrhplroqrnruqnpbriurLrlu\tup4ur\ptupmugnlnrl
hur2{hmr{mp; urb urpurilur4pmri urng urtrg hrlurtrur\nrl (web monitoring):

1.6. 1-,np ubprlbptrbph ti*pq''pUpmd' urqr'uhm{b1n{ hruilru\gmdp 4ptuhg b

huliur\rupqmri qnpbn4 uhprlhphhph'ihll-r.'

l.T.Uqurhn{fi\n{rmh}rrnhqh\ururrlur\urtrhurlur\tupq]r
bhpiu\runnrgrltubpp uquruurp\nr1 uhprlbptrhpir hu\mrftr m urnr'ugrugurb

|u\rafrptrhpfr lnrbntrlp, 
^ -.^,(.-. r r\,.l,nrrrlrnnrnrnrhnluu.rl*l'**r'ril;r-' 

ubnrlbphhnh rut*lu*uhqmprnrhB: uh{u*uhqnrprnrLE

Upuqpurilrtr
ruquhn{dutt
uqruutuPt,1rltutt

6urnulnLPlntLLhP

dud!bmP"*



;rlf;ffi"ffi;ffi-* r, *n*Ju**b,u* qnpbn4nrplnr\rtrhplrh m44{urb

tffrgngurnnttfuhP.

l.g. Uhpt[hptrhpmtl qurhrlnrt mturrtrhnh qu'pphpur\urh urp[u]n[rugmrl tr

uthpurdh2mmpluh 4hqBmil tnttuttrhph t[hpui\ruhqhmtl

1.10. <4,ur;uruururhf urtr2urpd qnupb rntqhlurullur\urh hudut\upq>

\fiurpnhurlffr huniru\urpqp uqururup\n4 p{n{ il}rh1h 50 ffpmntutl

uhprlhphhpfr tprrrqpql't' urqruhn{rtruh (Apache' Tomcat' Oracle Spatial'

MySql,GeoServer,Til..,.h.)pruprlurgntrl,urlrhpudh2urntpSurlr4hqpnrri

\urpqurphpmd, qtuhntumur3|rh qruundbtrhpfr '*Yt-'--",tll]]],1
ffiffiil;;' 

- 

urtruh\uh \u*i uum urhhpurdh2urmp;urh'

rlmlrnlumplntlrtrhpfr 4hqpmd) tr ruhhpudh2rnmplurh 4hqpmrl

qUp"q.frqfrmd qruhmurnurlfrtr qunndbbhp[g

1.11. 9ulmuph1 <(rulururnurL[ urtr2urpd qnqph urhqh\ulmlur\ult

hurftu\tupQ> ttUunpntnu3frtr hudtu\upqh purpunhqtuqpru\urtr rfn4nrflr \uti

|rhrnhqprlrub trnp purprnhqurqpur\urtr hunlur\rupqfr hunlutp

hurpruurbutlrub uhp{hpuhpf urh4ur4pmrl' \rupqurphpmri b

pruprnhqruqpur\urtr trlmphpfr trbpphnLntd' urqurhn{h1ntl

hurdurqurunuruluurh \nnp4frhulnurlfrh hultirullurpqfr hurtfur\gmri h

I riruutrulnmri ( L-,

urmurPhl uhP{hPhhP}t

urhpnrlrumpnh frUplumdmrtuhplrtr' rilrpnrurulfrh rlmurtrqthpll;.,*Ii':::::*

t.l2. Ul-rhpurdh2innrp3uh 4hqBnui hnp rllrprnnrurl uhpilhphbpii

utnhrlbnrd ti \urPqurPhPmrl'

1.13. Uqurhn{h1 <(uluruuru-rlifr urtr2urpd qnqph mhrlb\rutnr}tultutt

hurdur\urpQ> Lillurpnhuilirh hurtiur\upqh urU{uturtrqnrplnrtrp' purgunhln{

lurpmnh{uib rlnrmphp}r htrurpurrlnpmplnrhp'

1.14. Utrfir2ru\utr rnrftultbpfr {rnfuurbgilurtr lippm4turlnpmrl rlhulh

hhnhpthm
1.15. Proxy-ubptlhph illrlngn{ uqtuhn{ tttuq +hulh htrurhptrbrn (WWW' HTTP'

HT-|PS, FTP h u4ft).

1.16. Sptutiur4phl Proxy-uhptlhnh tit'l'g"rl frptur[nrtrptrbpfr tu{hltugdtutt'

ffi__ril;;'';;r.grrurrr hru.rp*,1np*p1*tr bpruqprulfrr urqruhnrln*I web

urpmur4btinr|,

l.l.. DNS (Domain Name service) brunruSnrppuh uqruuurp\n[i cadastre'am,

mail.cadastre.am 4nr"lhtrtrhpf huliutp'

1.18.h1h\urpnlrur;|rbr}rnurn(E-MaiI)burnrulnrpju-rlruhprlbphmbrlru4pnrrilr
urqruuurp\nnl (urqurhn{h1nrl SMTP' POP' IMAP' Mailing Lists

hhurprurlnpnrpjmtr\rbfp), (E-Mail) bunurlnrpjruh u4rllrhlrumpruulh{

ru2}uurmurl,rplrhphhhur\urqr}rubburnru3nrpjnrblrhp|rrlrunnrgntdtrurprnur4hri|r

urnhqbmrf h1h\rnpntrrull.rtr hurughtrhpir uurh4brftuh, hbnugilurtr' fLrdpruqpdrutt'

qrurltnt-tuprunfr rfrnrlrnfurlurtr, hfr2nqnrplurh brurlurflr {rnr]rn}urfub 1TI}I.^,-,,,.,,
I;.t"'"#:,r*;;;*,'t'tu- +"'*fr hru\turlfrpnruurlfrt tr rult qru2rnulul-rnrp;nrhn{

(Antivirus, Antispam, Antispyware support) bpruqpurJhtr ruultuhnrlmil'



ruhrlurutrq rllrugrftuh htnuprnrlnpmp;nthnrl'

t.2|.h1b\urpnlrur3|rtrhnuurhqurhnruurull|rlrqtumdhlrbp}ruurb4bnrrl
urfhtroPlur nbdirdn{'

1.22. 'r:hppfr\-r oqururqnpbrlurtr {'bp Uultphph urlllmurtrqnrplurb ruqurhnrln[i'

1.23. (uruutrhifrn,plnrr, ]rtnnhptrbtnulfL urh4b\mp1nrhllhphu u imlurltrhplt

hbhphpfrli (MYSQL, LDAP )'

1.24. SturLlrhph urtllrnurhq gurhgurlfrh rirnfuurtgnrd (VPN' VTUN' SSH' SFTP'

SSL, Stunnel), hruuu-r\rbfrnrpluli iuquihnr|nrri knti|rmb}r rutrhptudh2mniplurlr

4hqpmti.
l.25.Fruqtlru2hpurgrutrgrul|rburt{murt-rqnrplnrlr(Firewall)gurtrgrul}tt

uquruurP\n[i HTTPS

1.35.Uqurhnr|Qgurlt\urgurb\hmnrrioqmurqnpb{nrlburnurjnrpjnrtrtrhp}i
(hbnru|unurulruq, lrhpp}ru 9ut9, runurthlrrugr}rub ubpr|bptbp tL u]]tt)

purdurtrmrip muippbp Layet2hLpurgurhghplr' .-_(_(,L-r.. r ^,,^.?il.-;;_;i"'tfrurbnh lurrpu,rlnpn*rn purn tr.,nu,rn,prn,trrhnh I-ave.z

;fi1,niil;-,f,1-rirH urluurnpn2druh rr u.rpqh*urlrur\rrturr ruilmmrurmurgrlrub

huliu\tuPqntl.
l.26 . 8urh g u1 frtr ubprlhptrhpfr h burmul mpl nrbtrhpfr hbn u\u-rnun] rupmrl'

l.T/ . r-rntflrrnhfr q*i*rr2r,,1 urnb4bfl trbpBlrtr oquruqnpbrluh hruriurlltupqbph

qr.uhmumur3ir\r rqrumdhhhpfr urnh4brlurt hhrupurtlnpnrplnrt'

1.28. Uhp{hphhp}r h hppniqu^lnphffrUnh \urpqurphpnrtl U

uquruurp\mti(Server/Router configuration and maintenance)'

|,2g.Sbr1ur4pQgurligur3}rlrhurughtrhp|rrnpuirlur4priur\ihurriu-r\urpqDHCP.

1.30. Uuihqbfi htrurpur{npnrp;mtr ururppbp oqhpugfrntr huniru\rupqbp

il;nr;"';ilfin*ni, u huliu-r\urpqhrr'inh'ihlll mrlu'rfrhpfr tL $*:thph

rlrnfurut ru\tfutr hrutiurP'

1.31. rrnrffrmblr uqruuurp\rftutr qpruubhlu$rhpfr u murprubBru;frtr

utnnpupurdurhmri\rhplr ru2furumru\lrgtrhphu urpruthu4prlnrl ]rtrurbptrbmlt

hulrftu1ulr]r ir hurriurtlunqrlrub mpurliru4priruh hurlirup uquurup\ilurb gtrpurgpmtl

mpuriru4phi oq*i.r*i 
- 

t *no**bprftutr qnpbhp' npp htuupru{npmp3nrtr

\ghhhnUh uurh{rutrul}rur\fi frtlnhpbhrn hururuLfifnrpjmtrp' Ilum

oqururqnpbnqlr, purn \u':Bh huruurtrhl|rmp3ur\r' Pum oqmurqnpbnqfrtr huruurtrhfit

tfur:Bh tr oqutuqnpbn4hbplr huuirup Euul ulpuqnrplurt:

l.32. Uqurhmlhl ruhfuul]rurh ur2[uurtnurl-rp urd;urflrhp]r {rnfuurhur\rlult

lrru4urumplr \ntrfrmhf \htrurpntru\urtr *1yl**1, iru4ruuurrrh 
]:PI:i

ffi;,r_^t_rr* urhfutrnlnq]rurrrbp]r \bhurpnt> uurnpurpurduhrlurtr,

muipu-rbBur;|rh(urnurhhhu-rgqulb)uurnpurpurdurhmrlhhpfrUuquruup\tiuttt
qpiuublrlul\trbp}rrlfi2lr,qruhnrumrujirlrdulrruqruphtrhpnr|lrr|npur\rutrqtrrlutt
nrhur\mp;ullp \lrpurnhln{ dynamic-routing (OSPF' RIP protocols)'

1.33. Uulu-rhnrl\ ]rl-rurhptbtnfr uihfuru{rutr ur2fuulnurtrpp qurhnrumrulfrh

durhurqurphhhpn{ ; rlhpur\uhqhriurh nrtrur\nLpSuulp \frpurphlnri dynamic-

routing (BGP protocol ) |rhrnhptbur riurnmgnq \ruqilu\hpqmp]rutr hbm'

t.34'Uqurhn{fimurppbp2urhurnnrlrhp|-rhuruurl,rhfirnrplnitrptrur4uruurp}r

\nrilrurbfr trbpplrh gu-'t'ght', \utl npn2ur!|r hurrtru\upqbph l'r brumu;mplnrtrhhpft'

,*tlrt*t *{,ui\h1m[ 4puLg puur lP-\rhp]r h burnurSmplnrbhhp[r



btrpurgurhghPfr'

1.37 . Uqruhm[hi mqrinp4md (routing) rlhpntr2rul Lay er2 [urlpbpir ri[2h:

2.o-*r*lnrplnrtpqburBfrlulmnrgrfirru2furumurllplu]hhophp]ru'

huttu]Lriruun{,npp.*,I*hni|nrrit\nrrfrnhir}r\,rurbptrbrnurl}rtr\ru:Bbph
ruhfuullrurh *2p***t,pir urquhnrlrlurtrp, hurtr n1 ur2fuuiururhpulhh opbpfrtr'

\ru:Bbph rutrfuullrruh ur2furuururtrplr hruritup grutrgurl|rtr funlptr4mntrhpft

urn\ur;mplurh 4hqpnrti, |rhlqbu hurh urlh 4hqpbpmtl' hpp 4ur urtrhprudh2tn L

ur2|uurururlrpu{huophprrp[puigBnrriguughurlrfuurr}ruilru-r2fuurururlrplihpp
urqruhnilhlnr hurdurP:

3. trurmurpnrlp ulhLnB L uquruurp\riurh ptrpurgpnui lr hurJm h\rub

funlptr4nurhhplr U 
^'*'2*gt'b 

|ut4|rphbplr' |ilr1qhu hurtr ruthpurdh2tn

rnhfuu|r\ru\tu\ru\rrj|r2nglrhp|rr|hpurq|rlrilrutrrluru}rlrrutrhpuidb2r'nnrplurlr

4bqpnLrl cliuin{rprurnm}rh \rbp\rulurgtr}r umu gtup\nrplmtrtrhp:

4. r-,-**prip qbmB L mtrh\iur {hpp h2rlub ui2fuiumtubphbp}r'

|itrlqbu trutr Brupmbqruqpu\iutr hrutiru\rupqlr ru2[uruututrpt ruutrtuhn{n4

ubprlbptrhpfr (Tomcat, GeoServer' Tilecache) inb4ru4prirutr tr \rupqtuphptltutr

urntllurqtr 3 urtuprlu ur2|uurururhpu{h[ tnp&'

5. Uquruuplldrutr druti\hrnfr {bp2md Uqruurup\nr1p qburp t

\nrlilnhlih huihhLfr 'nqf' 
mhfuhlr\ur\urli ptrmpurqpnd trurfuurmhurlutb

ur2fuurnrutptrhpfr firur.nruprirutrp r]bpuphprln4 pnlnp rml;urltrbpp (rinrmpft

I urtrnrrrhhp, qurrltnh*p*nhp, gurligh urnqnlnqlrurlfr {rnr]rn}umplnrlrtrhpft

tlhpurpbplurl rnh[bUnle]ntuUbp U urlllll

. zu 
QqbtlPbPfi 25-P:
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p. bplnuh, UP2ur\nt$urg 7
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UdbPfruPurtrtl OPC

h/h 1570004845660100

upqtupluL

4,/4, 900011030815

frti;"

(;
.5{
;tcqiq

f#ru'$';;,.T(;:t''.I
< l,.o$\-t- Cu:<s*lg;;
. rr\".lslc.9]r-so' " l.if i

t*1;*.;-:x<.5

:glfr""lJ{

t,b4



1w(bflwt 2

q Lt - +<ag P-2U0 9 6wtl4 wqp n Q ulq d wb w qp lt

rlurLn{frPumnL
ahrldurLurqnh qnqd

qLntrL{h1nL {u:nn
hh

qrntr{b1nt

h{hh

unauLuqnnFrdSnFL N

qu3uurJuqPht{uu+Fuuhuuuht{usuPuut,un.}SnFLeubnh
<UUaUUUII-0U+nFUUUL

)) << ,, 20 p.

hh

h4hh

,rl 
ur1 ilurtlrrqp [r /ur1 u n rh brn''rl ur1 dultr urqh n/ urL {urtr n tdp'

.rr:,lrt,*qpfr taLprlutr urluurp[r[p' (-> ((

rrlnrldurburqpf hullurPP' 

-

rrlum{frpurrnnrtr Lr. "irl,rrt rqnt' tl"qrh' hrrrlp puanltrlrn! qurlrlr.utrurqpfr t,|urtnurpilurb r[bpurpbplurl

)) ( D 20 tu' 
''[ini qn4'6 ti 

- 
h*Zhtl uqpr'utrpuqfrpp' luqtlbgfitt

u pd urtr urqp nrpl nrtrp hbtntrlur fi Uuu[!'
aluldurrrurqpl., 2pg*rr,rrluipni,r 

,nuluurtruqnh qnqdn durunnLgbl I hbmLfl,l6*nulnLplnrutrbpp'

UnqLurpdrrrtrr.uqpnrplultrbptatan'ldhrluutumdultrhr,rrrlurph|rrJphulLr}|ruulgubhulzh..|urqpurtrpuqhnnt*
r1p*lurfr bqpul.l,rgnrp,;r1E hrrtrrlh;x1nrd btr unrltr updurt^,qpniplurtr p,r4!*rgnrgfrl durup tr tlgrlnrd btt:

bur nuln rp1 nLtr P huLdL bg br.u ru.u1n rpl n rtrtr ltr rln Ltr bg

utnnpuqpnLPlnLL
uLnnptlqpn LPlntl.r

,20p.

((

unqtr

uqquLnLL, LllrnL[t

t{.S.

urqqLrLnLL, urlntlt

q.s.

.i'6upJult
bLpru!ur
qnLtIupS

/hLuqup
rlpud/

ubfulrfr!urLlutt
ptrnrpurqpfr
hudr.unnm

2urpr.urpu.tltPP

nuLn
quldurLuqPn{
htuuLnurtn{ul6

qtrLILutt

dLudLuLu!ugnqgft

num
qurldutrurqPnrl
hu.ruLnr.uLn{ub

qLrluLtt

duduLuLlugnLlgft



<$
lwQblQwt 2.1

qLl-S<aA p-2U09 \wtQwq p n t! u1q I wb wqp lt

UiiS N

qu4duLLuqpir u.rp4lnLLpp 'rlu:urL{frptrmnLlrtr huLdLblnL {rr.uuurp $frpublnL {bpupbplutl

UnqLn{ urpdurtrurqptlnrrl f, nP -fr (tulunthbrn' alutn{frpurLnn{ Lr -h
{)uu{hnuunrh utrntLu qu0wnndr ulnttr[

(uulunrhbm' 9umurpn4) ffgh 20 p. -[L !Lp{u6 N
quJduUuqnh UUpLIUL utluuphtlO qulduLuqpfr hutJupp

qtrdutr qurltluuburqpfr 2p2utrurtaLhpnul 
gumurpnrp 20 p. -lrtr hurtrdtrdutr-pL4ntLdurtr
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